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SUBJECT: QUALITY ASSURANCE

1 OBJECTIVES.

a To ensure that the quality of Department of including National
Nuclear Security Administration (NNSA es meet or exceed
customers' expectations.

b. To achieve quality assurance (Q. ing
principles:

@ That quality is & intai ough asingle, integrated,
2 That management s AN Ization, resources, direction,
and control is essenti

3 ity improvement require thorough, rigorous

safety, and health risks and impactsassociated with
an,be minimized while maximizing reliability and

P) for the@ontrol of suspect/counterfeit items and safety issue corrective

2 CANCELLATIONS. This Order cancels the following.

2 g

a DOE O 414.18, Quality Assurance, dated 4-29-04,

Deleted: A )
Deleted: 9 ]
{ Deleted: 9 ]

Deleted: <#>Portionsof DOE
0O 440.1A,Worker Protection

Management for DOE Federal and
Contractor Employees, dated 3-27-98, as
follows: §

<#>Attachment 1, paragraph 8, Suspect
and Counterfeit Item (S/CI) Controls, and *
<#>Attachment 2, paragraph 22, Suspect
and Counterfeitltem (S/CI) Controls. |
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b. Cancellation of an Order does not, by itself, modify or otherwise affect any +._—{ Formatted: Nounderline )
contractual obligation to comply with the Order. Canceled Ordersthat are \I Formatted: Heading2, Indent: Left}
incorporated by reference in a contract must remain in effect until the contract is o J

modified to delete the requirementsin the canceled Orders.
3 APPLICABILITY.

a Primary DOE Organizations, Including NNSA Organi
exclusionsin paragraph 3c, this Order appliesto all
(see Attachment 1 for a complete list of Primary

ions. Except for the
DOE Organizations
Organizations). This Order
ed after it isissued.

@ This Order includes arequirem i QA Program
driversimposed by QA regul i eral Regulations

agencies. The Order incl
for work that also may need to
integration requirement supplem

gan direct NNSA employees.
NSA employees, it should be

e

pbnsibility for work or operations at DOE sites or facilities. This
udes work that may take place outside the physical boundaries of a
DOE facility, such asdesign or analysis services.

3 Secretaria Officers (SOs) are responsible for notifying contracting officers
which contractors are affected by this Order. Once notified, contracting
officers are responsible for incorporating the CRD into the contracts of
affected contractorsviathe laws, regulations, and DOE directives clause of
the contracts.
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@
(b)
C Exclusions

@

Asthe laws, regulations, and DOE directives clause of site/facility
management contract states, regardless of the performer of the work,
siteffacility management contractor with the CRD in corporated into its
contract isresponsible for compliance with the requirements of the CRD.

An affected contractor is responsible for flowing down the
regquirements of this CRD to subcontractors at any tier to the extent
necessary to ensure the contractors’ compliance with the
requirements.

In doing so, the contractor will

flow down requirementsto su
will both—

essarily or imprudently

graded approach and describing how the criteria and graded approach are
applied (seeparagraph 6 for compliance references).

Uses voluntary national or international consensus standard where

practicable and consistent with contractual or regulatory requirements and
identifiesthe standard used. Appropriate standardsinclude the following.

@

ASME NQA -1-2000, Quality Assurance Requirements for Nuclear
Facility Applications(for nuclear-related activities);
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(b)  ANSI/ISO/ASQ Q 9001-2000, Quality Management System -
Requirements (for non-nuclear activities); and

(© ANSI/ASQ Z 1.13, Quality Guidelines for Research, 1999 (for
non-nuclear research activities).

3 Applies additional standards where practicable and consistent with
contractual or regulatory requirementsand as ni

laboratory).

4 Integrates quality management sy
Items Prevention Process (see
Management Program (see
Supplemental Safety Sof
with other quality or manag
and externa requirements, inclu

spect/Counterfeit
rrective Action
is Order, and

inagement Policy, QC-1, (quality management
2ar weapons complex and weapons-rel ated

Plant and related activities).

Thisintegration requirement does not establish or imply a
gfarchy of quality requirements or programs.

b. Quality Assurance Criteria The QAP must add ress the following management,
performance, and assessment criteria.

@ Management/Criterion 1—Program.

@ Establish an organizational structure, functional responsihilities,
levels of authority, and interfaces for those managing, performing,
and ng work.




DOE 0 414.1C 5(and 14) | | Deleted: 414.18

Jom-dd-yy _ | Deleted: 042904

(b) Establish management processes, including planning, scheduling,
and providing resources for work.

2 Management/Criterion 2—Personnel Training and Qualification.

@ Train and qualify personnel to be capable of performing assigned
work.

(b) Provide continuing training to person aintain job
proficiency.

3 Management/Criterion 3—Quality |

@ Establish and implemen revent quality
problems.

(b) Identify, control, i vices, and priocesses that do
©
(d) mplementation, and other

tify items, services, and

erform work consistent with technical standards, administrative
controls, and hazard controls adopted to meet regulatory or
contract requirements using approved instructions, procedures, etc.

(b)  Identify and control itemsto ensure their proper use.
(© Maintain items to prevent their damage, loss, or deterioration.

(d)  Cadlibrate and maintain equipment used for process monitoring or
data collection.
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(6) Performance/Criterion 6—Design.

@ Design items and processes using sound engineering/scientific
principles and appropriate standards.

(b) Incorporate applicable requirements and design bases in design
work and design changes.

(© Identify and control design interfaces,

(d)  Veify validate the adequacy of roducts using individuals

© i entation of the
@

@ eet established requirements and

(b) Evaluate and pecti son the basis of specified

criteria

) ) Y Criteri ection and Acceptance Testing.

stispecified items, services, and processes using
ished acceptance and performance criteria.

ent/Criterion 3—M anagement Assessment. Ensure that managers

the organization from achieving its objectives.

(10) JAssessment/Criterion 10—Independent Assessment.

@ Plan and conduct independent assessments to measure item and
servicequality and the adequacy of work performance, and to

promote improvement.

(b) Establish sufficient authority and freedom from line management
for independent assessment teams.
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© Ensure that persons conducting independent assessments are
technically qualified and knowledgeablein the areas to be
assessed.

5 RESPONSIBILITIES. QAP implementation, assessment, and improvement are senior
management responsibilities.

a Deputy Secretary. Provides leadership for QA implemestation issuesand quality
problem resolution with the support of the Office of ment, Safety and
Health.

b. Secretarial Officers.

(@] Ensure that Headquarters, fiel implement

@

governing the work of their
evel opment/use in accordance

ts (Attachment 3); the | Deleted: ad

and approve new and revised contractor QAPs within their

or delegate authority to the field element manager. The scope and
or of areview must be graded according to the status of prior quality
performance (e.g., past regulatory/contract noncompliance, performance
metrics, or any third-party QAP certification).

(6) Review/resolve differencesof opinion and approve or reject QAPs within
90 days of receipt.

@) Report management assessment results periodically to the Deputy
Secretary (through the Under Secretary) describing the effectiveness of
QA implementation.
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(8) Provide the contracting officer necessary information and direction in
order to specify —

@ each procurement requiring application of the CRD to this Order
(Attachment 2) and 10 CFR 830 Subpart A,

(b) requirements for flow down of provisions of the CRD to
subcontractors or subawards, and

© provisions of the CRD with which ractors or subcontractors

areto comply.

9) Approve CAMP Corrective Actl ongP eloped by thefield

@

purview, includi se, in accordance with

reguirements defi 5 S @rder; suspect/counterfeit

items (S/CI) preven : MP requirements | Deleted: and
(Attachment 4); Poatal S3 Dftware Quality requirements

egated authority to do so, approve new and revised
actors within their purview. The scope and rigor of review

oved or rejected within 90 days of recei pt.

RerfOrm independent assessments of contractor organizationsto evaluate
e adequacy and QAP implementation effectiveness. The frequency and
scope of assessments must be graded based on the status of prior quality
performance and any third -party QAP certification. Other suitable
methods may be used in combination withindependent assessments.

| 1Operations offices, service centers, site offices, area offices field offices andregional officesof federally staffed
laboratories.
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(5) Periodically report management assessment resultsto their organizations
SOs describing the effectiveness of field element and contractor QA
implementation.

(6) Prepare and implement a CAP to address all findings in the CAMP
asessment report and enter, track, and report the status of the CAP inthe
Corrective Action Tracking System (CATS).

@) Complete the CAP and conduct follow up revi the effectiveness of

the corrective actionsin resolving and pr ing recurrence of all
findings. Approve the effectivenessr rt and follow up report
recommendations.

d. Contracting Officers. Include the CR i in the scope of this
Order in atimely manner, as direct .

e Assistant Secretary for Environ ment, . E's
independent element responsible for saf ects relative to public and worker
health and safety and envi The Assistant Secretary hasthe
following quality assurant ibilitiesi ion to SO duties prescribed in
paragraph 5b.

(1)  Quality Policy.

entral point of contact for coordination within DOE and

ith other agencies and groups for the development of QA
policy, requirements, guides, and standards.

Reviews proposed statutes, regulations, standards, DOE Directives,
and Defense Nuclear Fecility Safety Board documentsfor
applicability to and potential impact on DOE quality programs.

)] Quality Program Support.

@ Identifies and proposesresolutions for crosscutting QA issues
within the Department to improve implementation.

(b) Submits to the Deputy Secretary periodic updateson the
effectiveness of QA policy implementation across the Department.
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(d) Manages the DOE Safety Software Quality Program (Attachment
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; Deletgd: <#>M anagesthe DOE
Manages the DOE S/CI prevention process (Attachment 3). X\{ Ei‘i{m;ﬁ‘%_",? Managemert Program
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5.

CAMP and Corrective Action Tracking System (CATS).

@

(b)

Manages CAMP and develops and maintains CAMP palicies,
procedures and guidelines_(Attachm :

Maintains CATS and assists FE essing and editing CAP
data. MaintainsaCAMP wi

information on the progr.

is Order and 10 CFR 830 Subpart A,
0470.2B, Independent Oversight and
Program, dated 10-31-02), including aspects of
environment, safety, health, safeguards, and security.

a DOE G 414.1-2, Quality Assurance Management System Guide for Use with
10 CFR830.120 and DOE 0414.1, dated 6-17-99.

b. DOE G 414.1-1A, Management Assessment and | ndependent Assessment Guide
for Usewith 10 CFR, Part 830, Subpart A, and DOE O 414.1A, Quality
Assurance; DOE P 450.4, Safety Management System Policy; DOE P 450.5, Line
ES& H Oversight Policy, dated 5-31-01.
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C DOE G 440.1-6, Implementation Guide for Use with Suspect/Counterfeit Items
Requirements of DOE O 440.1, Worker Protection Management;
10 CFR830.120; and DOE 5700.6¢, Quality Assurance dated 6-30-97.

d. DOE G 414.1-4,.Implementation Guide for Use with Supplemental Safety
Software Quality Reguirements of DOE O 414.1, Quality Assurance,

Formatted: Nounderline

|
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e DOE M 411.1-1C, Safety Management Functions, R sibilities, and

AuthoritiesManual, dated 12-31-03.
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a Assessment. A review, evaluation 4 i ce; or audit, ?e';t&d: &?fttlalityAwDrano?Start\d?rds
to determine and document whet ices meet Enerqy Nuclear Fadillties, et 9-30-03

Ea/t 03s30g_enc.pd.

documentation, and actio d i irements are commensurate
with—

(@) ; . ds, and security;
@

3 (heli ility’or item;

subsystem, system, unit, or support systems.

d. Process. A series of actions that achieves an end resullt.
e Quality. The condition achieved when an item, service, or process meets or

exceeds the user’ s requirements and expectations.
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Quality Assurance All those actionsthat provide confidence that quality is
achieved.

Quality Assurance Program. The overall program or management system
established to assign responsibilities and authorities, define policies and
requirements, and provide for the performance and assessment of work.

Safety Software Includesthe following.

@ Safety System Software, which function as part
of astructure, system, or compéhent ( unctionally
classified assafety class (
human-machine interfac

operation or mal i i SSand SC SSC function (see
10 CFR 830.2).

have been misrepresented by the supplier or manufacturer. A counterfeit item is
one that has been copied or substituted without legal right or authority or whose
material, performance, or characteristics have been misrepresented by the supplier
or manufacturer. Itemsthat do not conform to established requirements are not
normally considered S/Clsif nonconformity results from one or more of the
following conditions (which must be controlled by site procedures as
nonconforming items):
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Q) defects resulting from inadequate design or production quality control;
%) damege during shipping, handling, or storage;
3) improper installation; deterioration during service;

4 degradation during removal;

(5) failure resulting from aging or misapplication;
(6) other controllable causes.

Work. A defined task or activity such asr pment, operations,
environmental remediation, maintenan i i ion, safety
software devel opment/validation/testi uards and
security, data collection and anal

8 CONTACT. Address questions concerning thi ice of Quality Assurance

Programs, 301-903-2954.

BY ORDER OF THE SECRETARY OF
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‘ PRIMARY DOE ORGANIZATIONSTO WHICH DOE O 414.1CI1SAPPLICABLE

This Order is applicable to the following DOE organizations and their associated field elements:

Office of the Secretary
Chief Information Officer
Departmental Representative to the Defense Nuclear Facilities Safety Board
Energy Information Administration

National Nuclear Security Admi nistration

Office of Civilian Radioactive Waste Management
Office of Congressiona and Intergovernmental Affairs
Office of Counterintelligence

Office of Economic Impact and Diversity
Office of Electric Transmission and Distributio
Office of Energy Assurance

Office of Energy Efficiency and Renewable Energy
Office of Environment, Safety and Healt
Office of Environmental Management
Office of Fossil Energy
Office of General Counsel

Officeof Intellig
Office of Lega

Office of Securi
Office of Security a
Office of the Inspectg
Secretary of Energy Advisory Board
Southeastern Power Administration

Southwestern Power Administration
Western Area Power Administration

afety Performance Assurance
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CONTRACTOR REQUIREMENTS DOCUMENT

DOE O 414.1C, Quality Assurance | Deleted: 41418

Regardless of the performer of the work, the contractor is responsible for complying with the
requirements of this Contractor Requirements Document (CRD). The contractor is responsible
for flowing down the requirements of this CRD to subcontractors at ier to the extent
necessary to ensure the contractor’ s compliance with the requiremeyts. oing so, the
contractor must not unnecessarily or imprudently flow down r ents to subcontracts. That
is, the contractor will ensure that it and its subcontractors col he reguirements of this

competitive business.

When the contractor conducts activities or provid i may affect,
the safety of Department of Energy (DOE), incl i cy
(NNSA), nuclear facilities, it must conduct work in i rance QA

requirementsaf 10 CFR 830 Subpart A.

This CRD includes a requirement to intel
driversimposed by QA regulations[see ations (CFR) 830], the
Nuclear Regulatory Commission, and othe C RD includes supplemental
a:tlwty specmc requirements for work that als ply with QA regulations. This

ity of Department of Energy (DOE), including National
pistration (NNSA), products and services meet or exceed

atfquality is assured and maintained through asingle, integrated,
ive quality assurance program (i.e., management system).

2 That management support for planning, organization, resources, direction,
and control isessential to QA.

3 That performance and quality improvement require thorough rigorous
assessment and corrective action.

4 That workers are responsible for achieving and maintaining quality.
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(5) That environmental, safety, and health risks and impactsassociated with
work processes are minimized while maximizing reliability and
performance of work products.

C To establish quality process requirementsto beimplemented under a QAPfor the
control of suspect/counterfeit items.

2 GENERAL QUALITY REQUIREMENTS.

entation. A contractor must
sible for the devel opment,

a Quality Assurance Program Development and |
assign and identify a senior management positi

(@) Implements QA criteriaas defj

suspect/counterfeit items ( defined in

paragraph 4 and Supple ements as
defined in paragraph 5 using a ng how QA
criteria and graded approach are . (See paragraph 2c of this CRD

for guidance on @

)] Uses the appropri i ational consensus standard
where practicable ant i ual or regulatory
requirements, and ide : d. Appropriate standards
in e following.

on-nuclear research activities).

additional standards, where practicable and consistent with
Ctual or regulatory requirementsand as necessary to address

que/specific work activities (e.g., development and use of safety
software or establishing the competence of atesting and calibration

laboratory).

4 Integrates quality or management system requirements as defined in this
CRD with DOE directives and similar external requirements. Similar
requirements include thefollowing.

@ DOE P 450.4, Safety Management System Policy, dated 10-15-96;
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(b) DOE P 450.5, Line Environment, Safety and Health Oversight,
dated 06-26-97;

(© NNSA Quality Management Policy, QC-1, (quality management
system for the nuclear weapons complex and weapons-related
activities);

(d)  DOE/RW-0333P, DOE Office of Civili
Management, Quality Assurance R

adioactive Waste
sand Description,;

(©  DOE/CBFO-%4-1012, DOE C Office, Quality

e Isolation Pilot

@ Submit a QAP to DE ) ipning work under aDOE
contract.

@
3 i i third-party certification affecting the QAP.

4

Vas approved in accordance withprevious

RD to DOE O 414.15, Quality Assurance, k{ Deleted: A
/—{ Deleted: 9

~{ Deleted: 99

satisfy the requirements of this CRD.

@ The contractor may make changes to an approved QAP at any
time.

(b)  Editorial changes madeto correct spelling, punctuation, grammar,
etc., do not require explanation.
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C Quality Guidance Usage. The contractor must consider QA guidance in
developing and implementinga QAP. The following guidance documents[most
recent revision] are available at http://www.directives.doe.gov/.

(@] DOE G 414.1-2, Quality Assurance Management System Guide for Use
with 10 CFR830.120 and DOE 0414.1, dated 6-17-99;

@ dependent Assessment
Guide for Use with 10 CFR, Part 830, Subp
Quality Assurance DOE P 450.4, Safety /{ Deleted: and )
DOE P 450.5, Line ES&H Oversight P. ; e
3 DOE G 440.1-6, Implementation Guii spect/Counterfeit
Items Requirements of DOE O
10 CFR830.120; and DOE
and,
(4) for Use with Supplemental Safety "."’“"{ Formatted: Bulletsand Numbering]
Software Qualit [ 414.1, Quality Assurance. "{ Formatted: Font:ltalic )
3 QUALITY ASSURANCE CRITER F the following

management, performance, and

@ Establish and implement processes to detect and prevent quality problems.

2 Identify, control and correct items, services, and processes that do not meet
established requirements.

3 Identify the causes of problems andinclude prevention of recurrenceasa
part of corrective action planning.




DOE O A14.1C Attachment 2 | { Deleted: 414.18

Jm-dd-yy Page 5

_ | Deleted: 042904

4 Review item characteristics, process implementation, and other
quality -related information to identify items, services, and processes
needing improvement.

d. Management/Criterion 4—Documents and Records

(@] Prepare, review, approve, issue, use, and revise documents to prescribe
processes, specify requirements, or establish desi

@ istrative controls,

@)
C)

groupsother than those who performed the work.
©)

g. Performance/Criterion 7—Procurement.

2Xify ivalidate work before approval and implementation of a design.

@ Procure items and services that meet established requirements and perform
as specified.

2 Evaluate and select prospective suppliers on the basis of specified criteria.

3 Establish and implement processes to ensure that approved suppliers
continue to provide acceptabl e items and services.
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Performance/Criterion 8—Inspection and Acceptance Testing.

(@] Inspect and test specified items, services, and processes using established
acceptance and performance criteria.

2 Calibrate and maintan equipment used for inspections and tests.

organization from achieving its objectives.

Assessment/ Criterion 10—Independent A

@ Plan and conduct independent and service
quality, to measure the ad
improvement.

2 Establish sufficient authority an
independent assg

3 S ingi ents are technically

jng S/Cls, and preventingthem from being supplied to DOE/NNSA and its
contractors. The QAP must address the following elements for S/CI prevention.

@ Preventing the introduction and use of S/Cls through engineering
involvement, design, procurement, testing, inspection, maintenance,
evaluation, disposition, reporting, trend analysis, and lessons learned work
process controls.
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@

©)
4

©)

Training and informing managers, supervisors, and workers on S/Cl
processes and controls (including prevention, detection, and disposition of
S/Cls).

Identifying and disposing of S/IClson site

Restricting S/CI use to only those items that have been found acceptable
through engineering analysis and formal disposition process.

Collecting, maintaining, disseminating, ing the most accurate,
up-to-date information on S/Cls and ppliersusing al
available sources. S/CI information

@
(b) Institute of Nucl

©

activities to ensure ! i vironment, Safety and Health

has aviable recipient f i notices.

Spection and testing; and when replacing,
or modifying equipment.

ament processes that prevent introduction of S/Cls by—

dentifying technical and QA requirementsin procurement
Specifications;

accepting only those items that comply with the procurement
specifications consensus standards, and commonly accepted
industry practices; and

(© inspecting inventory and storage areas to identify, control, and
disposition S/Cls.
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Inspection, identification, evaluation, and disposition of S/Clsinstalled in
all safety applications® and other applicationsthat create potential hazards.

Engineering evaluations and disposition of S/Clsinstalled in safety
applications/systems or in applications that create potential hazards. The
evaluations must consider potential risks to the public and worker and
cost/benefit impact, and include a schedule for replacement (if required).

Ensuring that S/Clsidentified in non-saf ety

maintenance and/or inspection are report
prevent future use in safety applicatiol

ions during routine
aluated, and dispositioned to

Contacting the DOE Inspector Ge roying or disposing
of S/Cls and their documentatiQ : i retain them for

Testing procured or installed
engineering test methods.

Reporting S/Cls
Office of Environme | [
Environment, Safetyye 1 i ated 819-03, and DOE

Font:12 pt }

are necessary to ensure that the Department of Energy

Poecific safety functionsin relation to SSCs and the

d analysis associated with nuclear facility operations. These

Work process€s

Formatted:

RE QUALITY REQUIREMENTS. Safety 3< Formatted:

Bulletsand Numbering}

must be devel oped and implemented using, voluntary national or +———{ Formatted:

Normal ]

international consensus standards and must include the following elements:

“{Formatted:

Font:TimesNew Roma}:

1 safety applications are those whose failure could adversely affect the environment, safety, or health of the public
or workers. Thisterm includes safety systems in nuclear facilities (see 10 CFR 830.2).

Formatted:

Font:TimesNew Roma}1
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a Engineering involvement in the identification of software specifications, Software

safety design, development, acquisition, maintenance, inspection, testing and | Formatted: Font:12 pt )
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b. Establish processes to identify, document, and maintain the set of safety software
utilized in:

Safety system software (instrumentation and cogrol, network interfaces,

safety management, and administrative contt

(2) Analysis and design (safety analysis, d

C Designate the grading level of all safety o the following:

@ Software applications wi re could have anGdverse effect  «
on nuclea ety Class or Safety Significant

acility safety or protecting against or

degree B safety or defense-in-depth.

Boftware application that supports safety management decisions
regarding a facility or system operating activity (e.q., software
whose failure would not impact performance of a safety function,

but could result in: missed surveillances; confusion regarding
system status; or, noncompliance with nuclear safety regulatory

laws, environmental permits or regulations and/or commitments to

compliance).

Note: These grading levels are described in terms of safety consequence

Formatted: Font:12 pt }
Formatted: Bulletsand Numbering}

,‘{ Formatted: Tabs:Notat 1.91" ]

/( Formatted: Font:12 pt }

/{ Formatted: Font:12 pt }

and regulatory compliance. There may be other considerations (such as
importance to mission, protection of assets, or avoiding adverse publicity

or inconvenience) that would result in similar grading levels for the

purpose of ensuring that appropriately rigorous software quality practices
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practicesidentified for Level A or B.
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Using the grading levels above, select and apply the following software quality 5<((
assurance practices in accordance with NQA -1 or equivalent voluntary national or

L o

Formatted: Bulletsand Numbering

international consensus standards. DOE G 414.1-4 provides acceptable

implementation strategies for these practices.

@ Software project management
2 Software safety design
(3) Software risk_ management _—{ Formatted: Font:12 pt )
4 Software requirements identificatj
(5) Software design and implem
(6) Software configuration m
(7 Problem reporting and ¢
(8) Independent verification and v
9) Acceptance testing
(10) Procurement an
(11 Continuous impr Formatted: Outlinenumbered +
(12) Trani ng Level:1 + NumberingStyle:l, 2, 3,

... + Startat: 1 + Alignment:Right +
Alignedat: 1"+ Tab after: 1.5" +
Indentat: 1.5"
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SUSPECT/COUNTERFEIT ITEMS PREVENTION

1 DOE-WIDE SUSPECT/COUNTERFEIT ITEMS (S/Cl) PREVENTION PROCESS. A
DOE-wide S/CI prevention processis operated by the DOE Office of Environment,
Safety and Health as a service to DOE and its contractors, and provides for—

a collecting, analyzing, and disseminating S/CI information;

b. notifying Secretarial Officers (SOs) when specific abtions must be taken to

investigate and resolve S/CI quality and safety |

d. NOTE: Thisservice doesnot reliev
requirements of this Attachment.

organization’s QAP and comménsu ivity hazards and mission
impact. The QAP must be applie ing,S/Cls, removing them,
and preventing S/Cls from being ts contractors.

a For guidance in compliance

etron and use of S/Cls through engineering
design, procurement, testing, inspection, maintenance,

dentifying and disposing of S/Cls on site;

4 restricting the use of an S/CI to only those items that have been found
acceptabl e through engineering analysis and formal disposition process;

(5) collecting, maintaining, disseminating, and using the most accurate,
up-to-date information on S/Cls and suppliers using all available sources
including—

@ Government Industry Data Exchange Program (www.gidep.org);
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(b) Institute of Nuclear Power Operators (Www.inpo.org);
© DOE Occurrence Reporting and Processing System, and

(d)  DOE S/CI website (http://tis.eh.doe.gov/paa/sci/).

b. | dentifying the management position responsible for these activities and for
serving as apoint of contact with the Office of Environment, Safety and Health.

3 WORK PROCESSCONTROLS. Work processes must
using available S/CI information and must include the

eveloped and implemented

during inspection and testing; and wh } intai or modifying
equipment.

b.
tsin procurement specifications;
rement specifications,
ndustry practices;
Identify, control, and disposition
C d disposition of S/Cls that have been

disposition of S/IClsinstalled in safety

in gpplicationsthat create potential hazards. Evaluations
Sks to the public and workers cost/benefit impact, and a
t (if required).

f. Contacting the DOE Inspector General (IG) before destroying or disposing of
S/Clsand their documentation to determine whether to retain them for criminal
investigation or litigation.

safety applications are those whose failure could adversely affect the environment, safety, or health of the public or
workers. Thisterm includes safety systemsin nuclear facilities(see 10 CFR 830.2.




DOE O 414.1C Attachment 3 { Deleted: 414.18

Jm-dd-yy Page3(and Page4) | Deleted: 042004

g. Testing procured or installed S/Cls as necessary using approved engineering test
methods.

h. Reporting S/Cls to responsible program offices; the Office of Environment, Safety
and Heslth; and the G in accordance with DOE O 231.1A, Environment, Safety,
and Health Reporting, dated 8-19-03, and DOE O 221.1, Reporting Fraud, Waste,
and Abuse, dated 3-22-01.

i Conducting trend analysis and issuing lessons lear eports for use in improving

the S/CI prevention.
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CORRECTIVE ACTION MANAGEMENT PROGRAM

1 OBJECTIVE. To prescribe process requirements and responsibilitiesfor DOE line

managers to effectively perform corrective actions that resolve safety issues arising
from—

a Findingsidentified by the Offices of Independent Ov
Assurance; Environment, Safety, and Health (ES&
Management (DOE O 470.2B, | ndependent Ow and Performance
Assurance Program, dated 10-31-02);

t and Performance

b. Judgment of needs identified by Type i i (DOE O 225.1A,
Accident Investigations, dated 11 -26-

C Other sources as directed by the
crosscutting safety issues.

2 REQUIREMENTS.

a S5 izt ; agraph 1) submitsthe

)4-1B, Integrated Safety Management System Guide. Note that
O 470.2B, Independent Oversight and Performance Assurance
2rogram dated 10-31-02, includes additional reporting requirements.

@ When findings and/or corrective actions to be addressed apply to
more than one SO, alead SO must be appointed by mutual
agreement or be appointed by the Deputy Secretary to coordinate
and approve the CAP.

(b)  When findings and/or corrective actions to be addressed involve
multiple sites or organizations, to include DOE Headquarters



| Attachment 4
Page 2

©

(d)

(b)

DOE O 414.1C
DRAFT XX-XX-04

organizations or other elements, the lead SO must designate a lead
FEM as overall manager to coordinate and develop the CAP and
track and report CAP datain the Corrective Action Tracking
System (CATS) database.

Other responsibl e sites/organizations must forward their portions
of the CAP to the designaed lead FEM for consolidation and
submission. Failure to provide thisinf ion will be brought to
the attention of the lead SO for acti

For each finding, the CAP mu

(st be prepared on a schedule that will allow for
by the SO or designee within 60 calendar daysfrom

he SO or designee must approve the CAP and all proposed
corrective actions from responsible sites/organizations for each
finding.

When afinding addresses a deficiency in DOE policy, the
applicable DOE policy organization (e.g. Assistant Secretary for
Environment, Safety and Health, Office of Science, etc.) must
develop and implement appropriate corrective actions. Corrective
actions must be included in the CAP addressing all other findings
in the assessment report or a separate CAP must be devel oped by
the policy organization for approval, tracking and reporting.
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© Separate CAPs developed by a DOE policy organization must be
approved by organizationdirectors.

(d)  When aproposed CAP cannot be submitted to the SO for approval
within the required 60 days or the SO does not approve the
proposed CAP, the DOE CATS User’ s Guide outlines a processto
formally request an extension from the SO.

Review. The SO or designee must forward
the organi zation that conducted the
Office of ES&H.

Ies Of an approved CAPto

@ The organization that co

(b)

the organization that
vide written response on how the
SO decides the CAPmust be

jse and resubmit the CAP

eportifig Implementation.

is responsible for implementing the approved CAP and ensuring
timely and effective completion of all corrective actions

(b) must enter, track and report the status of the CAP and associated
corrective actions to closure in the DOE CATS database (see
http://tis.doe.gov/portal/catsentry.html and guidance for accessing
and using CATSoutlined inthe DOE CATS User’s Guide and
CATS Data Dictionary online at
http://tis.eh.doe.gov/ism/cats.html ;
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(© must enter CAP and corrective action data as stated in the
approved CAP for each finding in CATS within 10 working days
after approval.

(d) must ensure that all corrective actions are tracked and their status
reported to completion and verification.

Completion of each corrective action must be tated in the CATS
Descriptive Status and Completion Date fiel

Other sites/organizations who forwar of the CAP and

corrective actions to the lead FEM (D)(©)] must track and
provide the FEM updates of thei i

actions to completion and verj es specified in
this Order.

d and Descriptive Status fields
the date at the beginning of each

ed corrective action
who approved the CAP and

auation of findings and implementation of corrective actionsis
onductedto correct the underlying causes for corrective action
failureto prevent recurrence of the same or similar assessment
findings.

(b) Effectiveness reviews will—
1 determine whether completed corrective actions have or
have not effectively resolved and prevented recurrence of

the same or similar findings at the performance level;

2 identify additional actions necessary to effectively resolve
the findings and prevent recurrence; and
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3 collect effectiveness datafor subsequent analyses and
sharing of lessons learned.

2 Conduct of Reviews.

@ Upon completion of corrective actions the FEM must initiate a
follow up review to verify closure and effectivenessin ensuring
resolution of each finding and preventi urrence. A formal
review report approved by the FEM alr'st be'completedwithin 6
months after the CAP completiol the date when all corrective

actionsfor al findingslisted i e been completed).
roval date of this
Psthat have
sinthe
ion Date),
1
2

rrective actions are reviewed for

when the revilewsi s initiated, and

ew report will be formatted.

ites/grganizations that tracked and provided updates of their
e corrective actions to completion and verification must
oordiptate effectiveness review activities with the lead FEM for
onsolidation and submission.

For each finding, the FEM will select for review a sufficient
number of completed corrective actionsto allow an objective,
accurate assessment of effectiveness in resolving the finding and
preventing recurrence. Standardsfor conducting effectiveness
review include the following.

1 A 100 percent review of al corrective actionsis not
required to determine effectiveness.

2 Review can be initiated at any time during CAP
implementation.
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3 Reviews are initiated based on

a severity of afinding,

b length of time needed to review selected corrective
actions,

c availability of resources t@review corrective

actions, and

rrective actions for the

ding of performance

monitoring performance metrics based on
operational data,

tracking performance utilizing targeted assessments,
and

performing tail ored schedul ed assessmentsto gather
the data.

3 Reporting and Follow Up.

@

A formal report documenting the results of the effectiveness
review must be completed and approved by the FEM no later than
6 months after the CAP completion date (the date all corrective
actions are completed).
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(b) If the FEM determines that additional timeisrequired to
successfully complete the effectiveness review, the Effectiveness
Review Approva Datefield in the CAP Data section of CATS
must beupdatedto read, “See CAP Status,” and an explanation
must be entered into the CAP Status field in the CAP Data section.

(o) The report includes an executive summary outlining overall scope,

results, conclusions, rating and recom ions. A separate
report form for each finding describig@ which corrective actions
were reviewed, review activities Its, conclusions, rating

(i.e. effective, partially effecti 8 and any
recommendation for completi

summary.

FEM approval of tiveness

plement, lessons learned identified from the assessment findings,
corrective actionsin response to the findings, and results of corrective
action effectiveness reviews, as applicable.

The FEM must eval uate proposed lessons learned to determine if they are
applicable to the wider DOE community and distribute the informationto
aselect list of recipients through the DOE Lessons Learned Information
Services Web stte (http://tis.eh.doe.gov/ll).
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f. Corrective Action Management (CAM) Team.

(@) The CAM Team, a cross-organi zational working group of representatives
from Headquarters and field offices, must be maintained to support and
coordinate effective line management implementation of the CAMP.

2 A charter outlining mission, functions, operations, membership, and
leadership of the team must be maintained. The,CAM Team is sponsored
by the Office ES& H and co-chaired by a SO tative and the Office
of Environment, Safety and Health.
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@ Software project management

(b) Software safety design

()] Software risk management

(d) Software requirements identification and management
e Software design and i mplementation

) Software configuration managem

(Q) Problem reporting and correctiv

(h) Independent verification and

0] Acceptance testing

0 Procurement and vendo

(K) Continuous improv: , measurement and
()] Training
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