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ACRONYMS
DCS Data Collection Sheet
DNFSB Defense Nuclear Facilities Safety Board
DOE Department of Energy
EH Office of Environment, Safety and Health
EM Office of Environmental Management
FE Office of Fossil Energy
GC Office of General Counsel
GIDEP Government/Industry Data Exchange Program
HQ Headquarters
IG Inspector General
INPO Institute of Nuclear Power Operations
LOI Lines of Inquiry
NA National Nuclear Security Administration
NE Office of Nuclear Energy, Science and Technology
NRC Nuclear Regulatory Commission
OA Office of Independent Oversight and Performance Assurance
OE Operating Experience Program
ORPS Occurrence Reporting and Processing System
POC Point of Contact
PSO Program Secretarial Officer
QA Quality Assurance
SC Office of Science
S/CI Suspect or Counterfeit Item
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1.0 INTRODUCTION

In the Deputy Secretary’s March 18, 2003 letter to the Defense Nuclear Facilities Safety Board,
the Assistant Secretary for the Office of Environment, Safety and Health (EH) was assigned
responsibility for identifying, evaluating, monitoring, managing, and resolving crosscutting
safety issues. As part of this effort, EH has assumed responsibility for activities associated with
suspect/counterfeit items (S/Cls) or defective items from the Department of Energy (DOE)
Quality Assurance Working Group (QAWG). This process guide support manual provides
direction to EH on implementing the S/CI and defective item process.

The Office of Corporate Performance Assessment (EH-3) will use the process guide and
supporting manual to collect, screen, disposition, and communicate information on S/CI or
defective items that could potentially impact operations at DOE facilities.

20 SUPPORT MATERIAL TO THE EH PROCESS GUIDE

The information contained in this support manual provides instructions on how to access various
databases and examples of documents that EH-3 personnel will be required to develop as part of
their activities in implementing the EH S/CI and defective item process. Example documents
should be modified as required to meet specific needs.

3.0 DATABASE ACCESSINSTRUCTIONSAND SAMPLE FORMS
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31 EH-3 Data Collection Sheet

DEPARTMENT OF ENERGY
OPERATING EXPERIENCE WORKING GROUP
DATA COLLECTION SHEET

| SSUE
CPSC Recall of Light Fixtures
TRACKING NUMBER SOURCE OF ISSUE SOURCE TRACKING NUMBER
DCS 655 GIDEP AAN-U-04-76
(CED 04-01-04)
DESCRIPTION

The following product safety recall was conducted by the firm in cooperation with the Consumer
Product Safety Commission. Consumers should stop using the product immediately unless otherwise
instructed.

Name of Product: High Intensity Discharge (HID) light fixtures with acrylic lenses and/or
reflectors

Units: About 52,600

Manufacturer: Lithonia Lighting, of Conyers, Ga.

Hazard: A component in the light fixture can leak fluid, which can degrade the acrylic lenses and
reflectors, causing them to crack and fall. Falling pieces of acrylic can injure someone below the
fixture.

Incidents/Injuries: Lithoniais aware of 42 incidents where pieces of acrylic fell from fixtures. One
person suffered a laceration on his forehead when a piece of an acrylic lens fell.

Description: These are Indoor HID light fixtures with acrylic lenses and/or reflectors. They are
generally used in industrial and commercial locations such as retail spaces, warehouses, and
gymnasiums. Only certain models of specific wattage lights are included in the recall. Check the
Lithonia Web site for alist of the specific model and wattage combinations included. All recalled
fixtures were manufactured in Crawfordsville, Indiana, and have a date of manufacture from
November 2002 through October 2003. The models, wattages, city and date of manufacture, and
"Lithonid" can be found on alabel attached to the ballast housing.

Sold by: Lighting and electrical supply distributor nationwide from November 2002 through
February 2004.

Manufactured In: USA

Remedy: Building owners and managers with recalled fixtures should contact Lithonia to verify that
the fixtures are included in the recall and arrange for a replacement of the fixture or faulty
component. Lithonia and their distributors are directly notifying customers who purchased the
recalled fixtures.

Consumer Contact: Lithonia Lighting 866-345-2294 8am-5pm ET M-F
www.lithonia.com/indoorHIDacrylicrecall/
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04-21-04 Potential DOE applicability — Post on S/C-DI website as a defective Item
WORKING DRAFT 6 July 13, 2004




Supporting Manual for the I dentification and Disposition of S/CI and Defective Items

3.2  Final ORPS Report Follow-up

An important aspect of determining the significance of ORPS related S/CI or defective items
starts when the initial ORPS event is researched. Many times the initial report indicates that
additional work is being conducted by any of a variety of organizations. This may have an
impact on how EH-3 will disposition the item. Where such follow-up work is indicated, EH-3
will flag the item for follow-up. The Non-Routine To-Do List located on the EH-3 “O” drive at
O:\QA EH-3 and historical QAWG\Follow-up SCDI\SCDI To Do List shall be updated to
indicate that follow-up is needed.

In order to assure that significant events are acted upon in atimely manner, EH-3 shall conduct
routine searches in ORPS to determine whether any final reports have been issued for items
flagged for follow-up. The following search process has been developed for this purpose:

1. Typein the Boolean Logic Box: (14 or 17) and 35

2. Hit Refine

3. Inbox 14, under Nature of Occurrence, select: Search RC Only. Under Reporting Criteria,
select 4C(1), 4C(2), and 4C(3).4. Inbox 17, under HQ Keyword Before 2003, select: Search
New HQ Keywords Only. Under HQ Keyword On/After 2003, select 11E and 11H.

4. Inbox 35, select >/=to your date.

5. Hit Finished Searching.

In order to keep track of the final ORPS reports identified during the routine searches, EH-3 shall
download “html” ORPS query to the EH-3"“O” drive at O:\QA EH-3 and historical
QAWG\ORPS-OBITT Searches\Final ORPS report updates. Thiswill assist in maintaining a
record of the work conducted, allow for future viewing to assist in analysis, and provide an easy
source to access when compiling informationfor the annual S/CI report.
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3.3 GIDEP Access and Data Download Process

1. Aswith ORPS, access to this website requires a User ID and password which are
obtained through GIDEP that are active for a 6 month period. Users are notified when the

6 month date is approaching and to change their password within approximately 30 days
of expiration.

2. Section 3.4 contains the forms users need to fill out and submit to GIDEP at (FAX) 909-
273-5200 to obtain a User 1D and password.

3. Information on how to join is located at the Internet website: http://www.gidep.org/.

4. Approximately twice weekly, the EH-3 OE Group logson (Slide 0) and accesses the
GIDEP database by selecting “Enter Now” (Slide 1 below) and then “ Search Database’
(Slide 2 below) at: http://members.gidep.or g/gidep.htm . While there are many issues

involving defective items posted on this website, S/CI events are rarely observed.
Slide0

Connect to members.gidep.org E'E'

EE- =

GIDEP Database UserlDfPasswaord

User name: | £ uwz003 X |

Password: | |

Remember my passward

[_ (04 ] [ Zancel
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5. Relevant S/Cl and defective item information can be accessed from the “ GIDEP
Database’ by selecting “Advanced Ssearch” (Slide 3). Within this database, “Failure
Experience:” (Slide 4) should be selected.

Slide 3
<} GIDEP Quick Search - Microsoft Internet Exploren provided by eXCITE EHE”S__Q
File Edit View Favorites Tools Help #
@ Back - (=) \i'-l \g ;\J /- ! Search :‘:'\'/ Favorites @ Media Q:‘\i it g 1.' -
Address 'é‘] http:,l',l’gidep-data.gidep.org,l'cgi-l;in,l'uncgi,l'passtry - i \_f_| Go Links ®

£a3

| GIDEP Main Menu | Help | Log_Out |

GIDEF..

GIDEP Quick Search

| - | Search Tips
WOTE: 4 search value that contains a dash or hyphen should be enclosed by "{}" eg {4114107-1}.

OR CONTINUE TO | Advanced Search

DEFINITIONS

Distribution Policy

The following iz iaken from Chapier ! (Section 1.11) of the GIDEF Operations Manual.

Information distributed by GIDEP may contain technical data whose export 15 restricted by Arms Export Act (Title 22, TT3C Sec. 2751 Et Seq) or Executive
Order 12470, GIDEP information is provided to GIDEP participants and users o a privileged basis for dissemination and utiization withit their organizations.
Distribution 1z not authonized outside of the participant's organization. A1l matenals distributed by GIDEP are government furmished matenals (GFM) and must be
contrelled as such. Current materials must be returned to the GIDEP Operations Center, P. O, Box 8000, Corona, CA, 92878-8000 upon request. & current list
of materials 15 available from the GIDEP Operations Center.

GIDEP matenals or documents may not be released to the news media, m whole or m part, without the approval of the GIDEP Program Manager and the

@j Cone ® Internet
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Slide 4
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6. Next, select “Computer Entry Date” (Slide 5)
Slide 5
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7. Next, select the desired period of time for the posted events during that timeframe (Slide
6). Then review the posted GIDEP events for S/CI or defective item occurrences.
Slide 6

:i GIREP Failure Experiemce Search - Microseft Internet Fxplorer provided by eXCITE
Bl Edt Yo Fovordes  Took  Heb

o e - ) i a £ - e '_._-I-'Favmbes @ £ - .':-F'F ]
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Computer Entry Date
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8. Download each of the relevant S/CI and defective item (Slide 7) as individual files onto
the“O” driveat O\QA EH-3 and historical QAWG\GIDEP searches\EH-3 GIDEP
searches May 2003 and &fter,

Slide 7

:] GIREP Pacoment Search Results - Microsoft Internet Fxplorer provided By oXCITE

B Edb  Yew Fovorbes  Tnokh  Help
Gm - % - [x) _1'\| & Pl PFavorter @Y Hecs E) (- .':-ﬂ'; ]
aI]hItn fladep-dua. piep.oracal brurcgizzarch 2_enw v B s ®
e
Gl D El ﬂrﬂ'hﬂcﬂ
Failure Experience Report Results
To new Socument testmazes, chek on hypectest bnk (dacument uenber) To callect mbormetion Brom each document, use mdnncual checkboxe=, and then cheke
o e Shebris butjon
DISTRIBUTION POLICY
{wery:
COMPTTER: ENTE. Y TATE BETWEEN (1262004 AW (472502004 AWD Do CTURENT DESTSHEATOR = A AL 'LLFA' 'S4’
DEFIMITIONS
[ SubmitGuery | [ Pasat |
Yon found 14 recordisi
Locument
Docue=Ent Hudher [ {uled Dare CEDaCE Ticle
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Ijm—u-n‘l-ﬂ‘] AN 28-APR-20049 29-AFF-200%  WRAC INFPOBHATION NOTICE 2009-DE1 BEACTOR COCLANT PREGGURE BOUMDAE1S
L ¥
4] Dane & Ineeet
—
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9. Following the download of the GIDEP S/CI or defective item, log off the system and
select the “ Utilization Report” portion of the website (Slide 8) if at least one individual
GIDEP event was accessed during the session.

Slide 8

:] GIREP Patabase Aooess - Microsoft Imtermet Fyplorer provided by eXCITE
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10. If the event accessed did not contain relevant S/CI or defective item information that will
be discussed at the daily OE Group mesting, then fill out a“no impact report.”

11. If the event does contain relevant S/CI or defective item information that will be
discussed at the daily OE Group meeting, then fill out a, “Impact Report” for that event.
Section 3.4 contains a sample statement that can be inserted into the explanation section
of the impact report. Also, check off and fill out an estimated cost savings, where
designated, for $1000 and then submit the report.

12. This process must be repeated for each GIDEP event that is accessed. While these
reports need to be filled out before the end of the fiscal year, it is encouraged that the
process be followed during each access session so that the report load is not over
burdensome and to prevent the possibility of forgetting to complete the reports at a later
date. The EH-3 lead for GIDEP will review draft GIDEP utilization reports, and approve
and submit them to GIDEP electronically (Figures 9 and 10). Failure to complete the
reports will eventualy result in GIDEP database access denial.

Figure9
2 GIDEP Utilization Reports Required from Organization: LIW2 - Microsoft Internet Fxplorer provided by eXCITE =1
s Edt e Fovodes ook Heb "
Qm' ¥ x_ E_‘: ; i prewch _.-I'Fambes W 5 - ..:-q; M, -

= .E':l »

Reguired Reports:
UW2 has 4 documents that now require Utilization Reports (0 Salbect List Option:

Working). 4 Drafts await your final review and submittal. Clck a | ShoweAll »
coilimn heading 1o S0t the NSt

Accoss Hodmpacot ImpactBomefil  Accossed

o o ek Dooument Titla i E B By l*|
CPEC, FLUKE CORP. ANNOLMNCE RECALL OF ELECTRICAL TESTING &R E.
AANLHAE L oS DE- A= 20004 Bevlew it perrs
E3-ADa-02% TRAMEISTOR, TO-1EB DEVICES, INADERQUATE BOMD WIRE DRESE [6-BlA- 2004 Byt Drall FE]E'[E B
MRAC INFORKATION NOTICE 204-03. CORRDSION OF STEEL CONTAINMENT AhD IMAREK E.
AR e MENT LINER [6-rdaY-2004 B Orafl PETTS
LA ?DLT@E APPUED TO CASE OF LEAKAGE TESTER BY AITEC BATTERY OFMAT-2004 Diraf MEREE.
LL-Le0a-115 CHARGER FETTS
' { ANY OTHER LHLISTED DNICUMENT ) ! lzek Fonry lark Form By Lsei®
Beguirzd Regnrts | Bunmmed Bapnds | DIDEE Detabase | Halo | Loceiut
Questions? Send -l 100 ulilzationggides.arg of call the GIDEP Help Desk: [0} 273 A67T
& Dare B ket
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Figure 10

:] GIREP ImpactMensfit Liilization Report; LIW 2001 -3700<.- 00087 - dicrosoft Imternet Fxplarer provided by eXCITE
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Document Tile; CPSC. FLUKE CORP, AMNOUNCE RECALL OF ELECTRICAL TESTING COMPONENTS

* Doscriie holow hiow yen bemofited fiom this decument:
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33 GIDEP Access and Data Download Process (continued)

12. The DCS shall be maintained at O:\EH-3\QA EH-3and historical QAWG\Data
Collection Sheets.

13. Section 3.1 contains a sample DCS.

14. The GIDEP Help Desk (909-273-4677) can answer questions regarding authorizations
and access.
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34  Sample GIDEP Utilization Report Statement for S/CI with potential DOE I mpact

The impact associated with capturing this GIDEP report was that potentially significant quality
assurance issues were identified that might affect the effectiveness and safety of operations at
DOE facilities. Thisinformation was forwarded to relevant DOE personnel to read and take
corrective action, where appropriate. The savings of this exercise is that one person was
performing the work to avoid duplication of effort by upwards of 100 personsin our field
offices. The effort included reading all of the GIDEP Database titles during a given time period,
opening up and reading all reports that appeared to have potential quality assurance significance,
capturing the relevant information from the reports deemed significant, and providing the
information to the DOE EH-3 for distribution to appropriate personnel at our field offices.

Estimated cost savings — total time spent for the report is about 15 minutes from initial look at
the title to providing the information for distribution. The average hourly rate for the employees

is about $40. Hence, 0.25 hours x $40 = $10/employee/event x 100 employees = $1000 saved
for this report.
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3.5 Sample GIDEP Participation Request Form
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3.5 Sample GIDEP User Authorization Form (continued)

W searvedl ok OTes Tl

(S FUAR 12 BE-LTIRED: PR EACHHDER DATARASE USER) iy
ALFICSUL TED
By signing thiv antherization [ certily, as a anthorized GIDEF efficial basiness nser, that 1: i ]
ormrm, T, AIE SECUPUTY
1. Have read aed understand the Information Security Policy below dated 2 August 1999,
7 o —
2. Agree to comply with the terms and condifions of the Policy shown belovw
1. USEE MAME (TYFE R FRINT) i DEPT/ME 3, FHONE
{ ]
4. Job Title City of Birth (for sacurity ue4) 5. E-MAIL ATDREER
&, FIGMATLUIRE T ORGANIZATION & PART ICIPANT CODE:
(1f azaignad)
7. PRIMARY AREA(s) OF INTEREST: {Select all that applv_)
) Fngineering Dhata L) Failure Experience Data L) Reliability Maintaivability

O Menrology Dama O Product Information Data {DMS/MS) [rata

10, HOW DID YOU HEAR ABQUT GIDEFP? (Select all that apply b
O wodd Wide Web O Exhibit'Show U Clinie (ear)

) GIDEP Represcntative O GIDEP Workshop {Year/ Location}
O Contractor O Other
Tk mmumﬂmmmmm

I supperi, as ke GIDEF REPRESENTATIVE, the palicies and precedures stated in the TNFORMATION 3ECTRITY POLICY. T will
notify the GIDEP OGPERATIONS CENTER if THE ABOVE GIDEP USER no longer requires access to the GIFEP dotabases. This
ﬂ]ﬂl‘“("ﬂh:ll'l. By e slarad lecira I1".1|.|}| and the scanmed *|E|]ﬁ“|r? will he freated & an l:lﬂgiﬂﬂl ﬂgnaru re,

212, GIDEF EBPRBIEMNTATIVE(TYEE Ok FRINTY: I DATE:

. FIGNATUEE

INFORMATION SECURITY POLICY
2 Augus 1999

Purpeser To make known general Antomated [nformation Svstame (A1S) ssourity guidalines for accessng datsbases whers commumeation is
vin gpproved Ioternst web or modem te U, . Govearnmant (MARY 1 compats © systems.

Beepe:  Theps procaduraz sat Forth the bazie ALF sacurity protoeol for signing-on, signing-off and genersl wuze of the hoet computer aysam
These meurity guidslives oo mply with DoD bamaal 5220228 and OPHAVIMET 5218, 1A, Aceess to GIDEF information is controlled though o
aeri g of good sparting prectiese and privilaged pazreonls seaignad te aotherize nzare. Miasd of peawords and the secass obtalnad by thair w2
can reult |n dandal of farher SIDEE usage sxd peeeh b penaliag under 18 TBC 1905 and cthor applicable aamtery mgalaione

Pasgwerd Contrel The GIDEF mpazentative for sach paeipaiing setivity #il snbwl & GIDEF USER AUTHORLZATION (GUA) botm Lot
aach net to the GIDEP 'Cﬂ'-ﬁlﬂfr-lls Zantet, T G1DEE q:l"lﬂlllZIIIEF Centar will iema & IR IO STATY ]:l%*'-'-‘.-lﬂ far aach new usar [dentiflad ob the
FUA. Thiz purrword iz valid for a peried of fiftesn (15) days and must be changed by the user before acossng the GIDEE databame. The
pazsword mhouald be changsd af thres to six month intenals, bot no longer than six months, or anytime sctual or suspectsd sompromice of the
peazrward g ooaarmed

Whan the uger resigns, has bean terminated, tmnsfers, or has no fartber mthorimed wae for hinher passwords, immediataly notified the GIDEF
Operntions Center Halp Deek by &-mail (gidsp@igidep corononory. mil] or Phons (9087 2754477,

[ro MOT share your passwords Touare meponebla Tor all aivity mikaed undar pour prasenrd,
Do MO lagwe tha computar nmttanded whan loggad on te GIDEE, Terminats wab accee whan 3 eeaion & ecmplabed

Eepart mispastad tamperng or security violations ko the sompany sscurity pamonnsl and the GIDEP Cparatione Clanter. Stop procassing data
umtil the aysam can be checkad,

Diia Didamgeserii I ol pracers chenfisd odomabos. Frodact all QIDEF infornadon [hod eopp and skechmne. reda) from sasibormd deckors 1730 doabt abont proper
mecurky procedares, please contact your ssourity manager andfr the GIDEP Operaticne Center for futher asnstancs or information.
Al
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3.6 INPO Access and Data Download Process

1. Each EH-3 INPO user can access the INPO website
(http://www.inpo.org/inpo/HomePage.asp) from their personnel work computer
following logon..

Connect to www.inpo.org
o
AR

WAL IMED, OFg

User name: | €7 inpol/DOEDZ e, |
Passwiord: | sessonss] |

Eemermbet my passward

[. O H Cancel ]

2. Enter the User name and password. Obtain both from Earl Carnes, EH (301-903-5255).
Earl changes the logon password every 6 months.

3. Sdect “Nuclear Network.”

X BP0 Home Fage - Misrasoft Infersel Fxglerer previded by eXCITE

fe Ed Yew  Freoba oo Hep
Do - 0 B B fh D s oot @ £ - B B -
« e ™
3G | o | Conl Changs -
i FEE Passuoe!
m | N O!
- Institwis o Nycloar Power Operations |
Shamg inforemiipe for evcetlance n relaby nd perlanmames
car pramevand sl sapink in i mige. ik HERE 4
PN O AT Wirat's News
Thin page wvas e updeied on SORLEO0A . o
Plams Mamages Siie Wice Presilent o Ry
Wankahep O bt Digeest -
o EOLT P T
[asues of ¥'s !
Feecontly Revized iTs Concemn
-Fani Haniing. Pk §
ﬁuﬁ?;‘w {*“"“"W?g
(insasting :
Pk infsemed dgesationsd lecision Enperionce =
Hamagaimain Coiiss
L e
(L1 Dawis-He
1 Vimgel Raal =
Hemei Roll, Al 20: y
[T —— T S Dagradalion
ol o e O el TR v T Pk Resowras
b
B OF Homcheas Diyest - gl 2404 M %
‘ Irimmst
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4. Select “Technical Exchange.”

N Hucizar Metwork Heme Page - Microsoft internet Explorer provided by «X€(TE

i  Eft Yew Fasodbes Took  Help
@aaﬂc - e x| (2 ; ! Saanch < Farurlis o reda ) -
Pl :..ﬁ| tetp (M. mpe. o gin i heme pageMNHomeFans. asp x Ga #
0 3 o
Howos Page| "
Vioar pasmserd il supira B0 dupr Click HEAE {0 charngs paur
passward.
nuclear /
tm}rk
Sl . What's New . Seaich Newsqioups
SOERs, SERs, SENs. : ‘
. GEMRs - Coordinatsrs Coimer
. Technical Exchange INP O Web ID
Poat Message Pogiiest Forim
Download Hew Ml e ar Mataark™
Mesaages [CETHTR]
OF & MR
Event Extract .- Halp Dask
Daily Plam
Status Raports . Emergency Hoilina
. Secura E-mail . lksnye Statistica
Using Muclear
Hetwork®
&l 8 mternsc
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5. Sdect “Plant Event Reports’ which are operating experience reports posted daily as they
are reported by industry nuclear plants.

:I Techmical Exchamse - Microsoft Internet Explover provided by eXCITC
R ERt Wew Faadbs Took Heb "

O - O M@ & Pt oros @res @3- 55 B - L

:‘] bt . npa o g nCH Techn s charge Tech ExDir . asp

=

o G:- Lirks
Ruclear NeTwork

|2

TECHNICAL
EXCHANGE

The Technical Information Exchange calegories provide 8 worddwida fonum for sharing tachnical and ganers plant operating experienca information by posting
quesiions , answeis, and imMomational massagas. Click on @ category balov, and adddional categories wall be displayed for seleclion. Chck here or on the globa
bieside sach category for guidance on the typas of nlormation ihat should be sxchangad in tha techrical informalion exchange categones. Additiorally, each
category uidelng prmides a ecommended distibution 1o balp ersure that messages ae issued to all applicable plart gmoups.

Ta post # Lest ressage chok here OE Report Formatter OE Report Guidance
i How to use the OF Formatter OE Report Checklist
Anahysis Gno-Muclear Flant Intarfacs Flanning and Schaduling
Chem siny Human Peformance Erocurament
Coordinglion with PO Human BEesources diati on Protachon
e : e : :

Correciive AT on Pragrams Justin-Tirme Operating Expan sncg Racards Managament

ik Fl (MEC icensingMuclosr Safoly | = rt
Emargancy Praparadnass hisintanance Procescas Sacurity
Enginacring Procacses heating Informmstion Sall-Dsoassmant

ing&ring Proar Dperetions Training
Ecwipmert Pefetmancs OF Programs
>
&l e B e
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6. Select “Plant Events Reports: Operating Experience Reports”

:I Technical Exchamge - Microsoft Internel Explorer provided by eXCITE
Fa  Edt Wew Fawcrites Took  Helo "
[ o [a @ & s =8
aka:lc L) x| 8] B T ssad T Favaris H\mda Q=3 B
e ai:lH:I:-:r.lnnn.rm-oru,rnn:l-'l.lTed'nr&x:wnz:hmr.ummwn: w Bl Gn Lrws:
Flant Event Reports e

@ Elart Evenl Repotts Operaling Experience Repods
@ Plart Evenl Raports INPO Operalions L Mainenance Famindars
@ Plart Evenl Beports SER
@ Plant Event Rapots SOER
@ Plart Evenl Repods SEN
@ Cuadedy S50 and SA Reports Archee
Procurement
@ Procuement Commercial Dedication
@ Procurereant Goanerd
@ Procusment Pars

Radiation Protection

Radioactive Waste

@ Fadoaciive Wiaste Seneral

|

LA

@ s
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7. Access individual reports of interest and download onto the “O” drive at O:\EH-3\QA
EH-3 and historical QAWG\Data Collection Sheets.

* inpo_planicventreporis.operatingexperiencereporis - Microsoft Outlook Nowsreader

Fle Ed s Tock Message Heb

[ = % & 8 = il = . i} s [ ) 'T'-f:l
M Poct LR it Fiiiy i SanciRec Adrasoes Find Kapegroups - Haaders
R R % - |
Fokders = g Sk oy
Dulonk Hewsreadsr OETATF4 - An Emplayes Receivnyg an Bectric Shack shile Bocking in the Seurce Bange Drawer S710/2004 +
3 Locd Folders OE18119 - RES Cold Leg R T Unespectedly Failed S/10,/2004 %
ﬁ? HWTF DE193EI - Safety System Unavaillability Accreed During Solid Skate Frobection System Tesbing Mot L., 5/00/2004 &
‘Eﬁ inp-0.pl ety 2poHts. op fenceraports | DETH352 - Follow up bo OF 17053 {Probable Cause) - Service A Control Cabinet Bebay Failure Couses.., 500022004 1;
OELR3E] - OB decign Ao cauced an apparent low il pressums ab presours switch Er00/2004 §
DETB3E0 - Single Point Failare Yulnerabilicy Identified Within The Pre-Coat System 5102004 1
DEVH320 - Lock of Secondary Betention eve m Bukberfly Yalves Results in Excessive Leakage 502004 1
OETS3IEE - ndatlmmmrmmnlwwmmpﬁm 5002004 1
DELIDIZT - Eottery Charger fipe- Related Fase Failure 5T 2004 3l
DEVATZE - Incresse m Reackor Feed Pump Sesl Leakage S22
OELA 35 - Inadwertent Start of Energency Dol Genarator ErTr200d 20
DEFA3Z4 - Reactor Coolant Systenn &ctivity Redsced Significantly Darng Refoeling Gutage 5FTI2004 1:1
DEVH3ET - Gust OF Wand Uneupectedly Rokates L arnge Free-Wheelng Coslng Tower Fan Blade oy, 50752004 11
OEIATED - EMI Spiking of Stean Generatar Wil Range Level Tnpat BT 2004 T2
DEIAIZ] - Manthéy radialngical effluent refease repoet did pob inclode cories of brifiom from s 2029/, 572004 T3
DEVAEA0 - Reschor "Linde r-the-Head™ Inspechion -- Lessons Learned 56200 31
DETEFID - DI Ermergency Diesed Genesabar (EDG) Brush Holders Fiund Loose im Rotational Divectios.. 5502004 31
DEIAIIE - Foll ow-n to OF IS5 - Fuel Line Leak on Eneerge noy Diess| Gene rakor 5 2004 S
DELD3L 7 - Reactor Coolant Pump Oil Leakags S0 2004 25

DEVEI6 - Prelimenary - Dwitside Diameter Circumberential Crack Indicatiens etecte d in Steam Gen., 57502000 212
DEIA3LS - Operabar actions for defectian and mitigation of imtermal fsodng events weee not pesfor._.  5/5/2004 211
DE18314 - Impainment of anicn resin sulfate kinetics following condenser hydro with Meorescendye 502004 21

DELE31 3 - Restricted Boupneen Used in Salety Related Sesvice, Srhr200d 10
OEEA11E - Emergency Diessl Generator Declared Inoperable Dee to MEOZ 11 Lockout 5 2004 H 1
DE1831] - Hissed and Ineflectiv e Bss Water Maoro-Fouling Trestimenks 5% 2004 1:1
DELEII0 - Dok et Boron Wallie Chete i e o FHP Dirng Low Poser Plysiis Testing 52004 10
E 18 9 - Lnabie bo Teolake o Reactor Feed Pumnp to Pedfomm On-fine Mainben anoe Sr5 004 1l
OE183EY - Division 2 Bmergency Diesel Generator Exhibited a Spurious Alsom Caaved by 8 Leaking Vi 505/ 2004 1%
DELE 30T - Rl - ip £ OF 17556, Fuel Failure Inspection Resuilts Sr5rE00w 10
e s P I A L T R R N e i e
Frome  Toa

& | & | Subject:

LADDS messags sy, 15000 urrsed ! ‘Wiorking Srkne

8. Logoff the INPO website.
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3.7

SampleLinesof Inquiry

The investigation should address the following lines of inquiry to determine if DOE facilities
have procured and/or used material/parts, components or equipment supplied by company name
or company name vendors and if so, what actions need to be taken.

1.

Has site contractor(s) (including their subs) procured or used material/parts, components or
equipment that may have been hesat-treated, supplied or tested by company name after date?

Has site contractor(s) (including their subs) procured or used material/parts, components or
equipment that may have been supplied or tested by company name from vendors/suppliers
identified on the attached list (Attach vendor list if applicable), after date?

If material/parts, components or equipment heat-treated, supplied or tested by company name
or company name vendors were procured, were they identified as nonconforming and either
removed or technically justified for use?

If you discover that site contractor(s) (or subs) have or use material/parts, components or
equipment, supplied or tested by company name or company name vendors:

a.  Determine whether these material/parts, components or equipment are installed in
any system performing a safety function (i.e., safety class or significant system) or if
they are intended for use in a safety system but are still in inventory; or if installed or
intended for use in missionsensitive application. If you discover parts in safety
systems, please perform engineering evaluation to determine any reliability impact, if
possible, remove these items from service immediately or during regular scheduled
maintenance and perform an engineering evaluation to qualify items that can be | eft
in place, including technical justification for doing so.

b.  Collect and track information on procurement and use of company hame
material/parts, components or equipment for non-safety related systems. Tracking the
use of these potential nonconforming or suspect parts may be an issue because
nonconforming parts can and have later end up in safety applications.

Information collected should include the contractor/supplier/vendor by site, type of
materials, and quantity. Other information such as part number or model number and
application/systems may be useful information to share with other DOE sites.

Determine the cost associated with this investigation. The Office of Inspector General will
attempt to recover the cost associated with the investigation. The cost should be broken into
categories. total cost for man-hours; total cost for disposition of materia (i.e., replacement
cost, scrap cost, etc.); total cost for travel (if any) and total cost for testing (if any). It is not
necessary to submit backup documentation, but your respective sites should maintain it in
case the costs are changed | ater.

Identify training provided by the DOE and the contractor in the area of suspect counterfeit
parts per DOE Order 440.1A, Worker Protection Management for DOE and Federal
Contractor Employees.
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3.8 Sample EH-1 Memorandum to PSOs

MEMORANDUM TO: RAYMOND ORBACH, SC-1
CARL MICHAEL SMITH, FE1
WILLIAM MAGWOOQOD, NE-1
DAVID GARMAN, EE-1
MARGARET CHU, RW-1

FROM: BEVERLY A. COOK
ASSISTANT SECRETARY
ENVIRONMENT, SAFETY AND HEALTH

SUBJECT: Investigation of the Use of Improperly Heat Treated Aluminum
Supplied by Temperform USA

On February 14, 2003, the Defense Nuclear Facilities Safety Board (Board) sent a letter to the
Secretary requesting areport “ ...that documents implementation of the complete set of actions
required to verify that no aluminum parts heat-treated by Temperform USA are in use in safety-
related or mission-sensitive applications.” The potential implications of improperly heat-treated
aluminum supplied by Temperform and in use within the Department goes beyond defense
nuclear facilities. The Secretary’ s Office has assigned me as the lead for this issue and the
purpose of this memorandum is to request your assistance in completing the investigation into
the possible use of improperly heat-treated aluminum material/parts from Temperform.

Although the DOE Quality Assurance Working Group has collected a substantial amount of
information, it is not clear that the investigation results were adequate and/or consistent. |
request that you complete or verify that your investigation is complete based on the attached
lines of inquiry (Attachment 1). Thiswill help us determine in a consistent manner if the
Department has procured and/or used heat-treated aluminum material/parts or equipment
supplied by Temperform or Temperform vendors and if so, what actions need to be taken.

To support this effort, please provide a schedule by April 30, 2003, for completing your
investigation to address the attached lines of inquiry. The Defense Criminal Investigative
Service has given permission to release to Department contractors the affected part numbers and
the identity of the companies that sent parts to Temperform. Attachment 2 isalist of the
companies who had parts processed at Temperform and/or who approved Temperform as a
vendor. The part number list is a 1,200 plus page document and can be provided, if needed.

Based on your input, we will prepare a report to document our findings. | have assigned

Mr. Ray Hardwick as the senior manager in EH to coordinate both the response to the
Temperform issue and to suggest a corporate process to ensure adequate disposition of future
issues. | aso regquest that you designate a senior manager from your organization to work with
Mr. Hardwick on these issues.
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3.8 Sample EH-1 Memorandum to PSOs (continued)

If you have any questions concerning this request, please call me or Mr. Hardwick at
(202) 586-0307.

Attachments

cc:

R. Hardwick, EH-2
R. Milner, RW-1
M. Johnson, SC-1
G. Staffo, EE-3C
C. Zamuda, FE-7
R. Lange, NE-40
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3.9 Samplelnvestigation Closeout Package

MEMORANDUM TO: GREGORY FRIEDMAN
INSPECTOR GENERAL, U.S. DEPARTMENT OF ENERGY

FROM: BEVERLY A. COOK
ASSISTANT SECRETARY
ENVIRONMENT, SAFETY AND HEALTH

SUBJECT: Results of Investigation of the Use of Improperly Heat Treated Aluminum
Supplied by Temperform USA

Over the past severa months the Department has been investigating the use of improperly heat
treated aluminum supplied by Temperform USA. The Secretary’ s Office assigned me as the lead
for this issue and the purpose of this memorandum is to provide a consolidated report of the
results of the investigations across the Department. The results of the investigations conducted at
the Department’ s defense nuclear facilities have been forwarded to the Chairman of the Defense
Nuclear Facilities Safety Board in response to concerns they expressed earlier in the year.

The attached report provides a summary of the results of the investigation, including the cost
associated with conducting the investigation. While the investigation indicates that some of our
sites did have procurements involving Temperform USA or its vendors, we have not identified
any safety issues associated with the procurement or use of these parts and materials. The
reported cost associated with this investigation is $240,737.77.

Specific information related to individual site investigations may be obtained by contacting the
responsible program office directly. If you would like assistance in doing this, or require
additional information from my Office, please contact Mr. Frank Russo at (301) 903-8008.

cc:
E. Beckner, NA-10
J. Roberson, EM-1
R. Orbach, SC-1
W. Magwood, NE-1
C.M. Smith, FE-1
D. Garman, EE-1
M. Chu, RW-1

L. Otis, GC-1
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3.9 Samplelnvestigation Closeout Package (continued)

M. Whitaker, S-3.1
R. Hardwick, EH-2
F. Russo, EH-3

J. Mangeno, NA-3.6
X. Ascanio, NA-124
S. Johnson, EM-5
R. Milner, RW-1

M. Johnson, SC-1
G. Staffo, EE-3C

C. Zamuda, FE7

R. Lange, NE-40

B. Burdick, I1G - 221
P. Gervas, GC-61

F. Tooper, EH-32
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U. S. Department of Energy

Report on Results of Temperform
USA Investigation

Washington, D.C. 20585
November 5, 2003
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U.S. Department of Energy — Report on Results of Temperform USA Investigation

Background

In June 2002 the Government-Industry Data Exchange Program (GIDEP) issued an Agency Action Notice regarding
the improper heat treating of aluminum parts by Temperform USA. The notice indicated that Temperform USA
allegedly provided false certifications of heat treating processes and quality inspections from 1998 to at least 2000
on numerous Department of Defense (DoD) programs. Although the notice was directed primarily at DoD, National
Aeronautics and Space Administration (NASA), and commercial prime contractors involved with aviation and
aeronautical programs, the notice did recommend that other organizations “... review all orders or procurements
associated to aluminum alloy parts, (especially partsidentified as “flight safety critical”) for possible impact....”

In response to that GIDEP Notice, the DOE Quality Assurance Working Group (QAWG) sent an email to its
membersin July 2002 requesting information to determineif any weapons systems, support devices, or any other
programs had parts or raw material that may have been heat treated, supplied, or tested by Temper-form USA. A
follow-on email was sent to QAWG members in December 2002 to provide additional information and to clarify the
request.

In February 2003 the Defense Nuclear Facilities Safety Board (Board) sent aletter to the Secretary of Energy
indicating its concerns with the Department’ s progress in addressing the Temperform USA issue. The letter
requested areport that documented the implementation of the complete set of actions required to verify that no
aluminum parts heat treated by Temperform USA arein use in safety-related or mission-sensitive applications.

Although the QAWG had collected a substantial amount of information, it was not clear that the investigation results
were adequate or consistent or that they would support an adequate response to the Board’ s request. On March 18,
2003, the Assistant Secretary for Environment, Safety and Health (EH) sent a memorandum to Environmental
Management (EM) and the National Nuclear Security Administration (NNSA) requesting that they verify
completion of their inquiriesinto possible use of items heat-treated by Temperform USA. On March 25, 2003, EH
sent amemorandum to the other program offices al so requesting that an investigation be conducted.

The EH memorandums included lines of inquiry that were used as a basis for conducting the investigations. The
Defense Criminal Investigative Service gave the Department permission to rel ease to Department contractors the
affected part numbers and the identity of the companies that sent partsto Temperform USA. That list of the
companies who had parts processed at Temperform USA or who approved Temperform USA as avendor was
included with the EH memorandums. The part number list (a 1,200 plus page document) was made available to the
program offices to support their investigations. The EH memorandums and lines of inquiry areincluded as
Attachment One.

All of the responsible program offices completed their investigations and submitted the results of their reviews to
EH. Theinvestigationsidentified some materials and parts procured from Temperform or vendors. However, the
investigations confirmed that these material s/parts were not used in any safety-related or mission-sensitive
application at any site. Thetotal reported cost associated with thisinvestigation is $240,737.77.

In the case or EM and NNSA, areport was previously provided to the Board in response to their concern in this
area. A summary of the conclusions provided in that report, as well asthe results of the other program office
investigations are provided below. Additionally, copies of the program office responses provided to EH are
included as Attachment Two.

Investigation Results
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U.S. Department of Energy — Report on Results of Temperform USA Investigation

Temperform | g tety-Related I
L ocation or or Mission Disposition eport
Temperform S Investigative Cost
Sensitive?
Vendor?
National Nuclear Security Administration
Action Completed — $3,500.00 — SNL
SSO/SNL Yes No Records reviewed. Ve_rlfl_ed $3,000.00 - SSO
no safety system or mission
sensitive application.
Action Completed — $7,5400.00—- BWXT
PX SO/BWXT YVes NG Records reviewed. Ve.r|f|.ed $713.00 - PXSO
no saf ety system or mission
sensitive application.
Not Not Applicable. $2,175.00-WSRC
SRSO/WSRC No Applicable $2475.00 - SRSO
Action Completed — $6,000.00- LASO
Records reviewed. Verified | $83,000.00— LANL
LASO/LANL Yes No na safety system or mission
sensitive application. Parts replacement —
$17,000.00 — LANL
Not Not Applicable. $600.00 - YSO
Y SO/BWXT No Applicable $1220.00 - BWXT
Action Completed — $12,750.00 — LLNL
LSO/LLNL Yes NoO Records reviewed. Ve.r|f|.ed $4,000.00- LSO
no saf ety system or mission
sensitive application.
Action Completed — $3,582.00 -
KCSO/ Yes No Records reviewed. Verified | Honeywell
Honeywell no safety system or mission | $600.00 - KCSO
sensitive application.
Action Completed — $2,500.00 — Bechtel
Nevada Test Site Ves NG Records reviewed. Ve_r|f|.ed $3,000.00 - NSO
no safety system or mission
sensitive application.
Environmental M anagement
Carlshad Field NoO Not Not Applicable $86.64
Office Applicable
Not Not Applicable $4,860.00
|daho No Applicable
) Not Not Applicable $1,789.00
Ohio No Applicable
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U.S. Department of Energy — Report on Results of Temperform USA Investigation

Temperform | g tety-Related I
L ocation or or Mission Disposition eport
Temperform S Investigative Cost
Sensitive?
Vendor?
. Not Not Applicable Insignificant
Oak Ridge No Applicable
Office of River No Not Not Applicable $5,883.00
Protection Applicable
Not Not Applicable $380.13
Rocky Flats No Applicable
Not Not Applicable BHI - $2,500.00
Richland No o
Applicable PNNL - $3,650.00
Savannah River No Not Not Applicable $750.00
Applicable
Officeof Science
AMES No Not Not Applicable $4,000.00
Applicable
ANL — E/W No Not Not Applicable $4,000.00
Applicable
Items purchased were $23,000.00
procured specifically for
non-safety applications.
These items were either
BNL Yes Not subsequently discarded,
Applicable manufactured prior to 1998,
or used in assembly tables
and tooling. Not deemed
necessary to track.
ENAL No Not Not Applicable $11,120.00
Applicable
LBNL $10,000.00
ORNL No Not Not Applicable $8,814.00
Applicable
PNNL No Not Not Applicable $3,650.00
Applicable
PPPL No Not Not Applicable $1,000.00
Applicable
SLAC $1,600.00
Not Not Applicable Insignificant
TINAF No Applicable

WORKING DRAFT 3 July 13, 2004




U.S. Department of Energy — Report on Results of Temperform USA Investigation

Temperform | o tety Related —
L ocation or or Mission Disposition eport
Temperform S Investigative Cost
Sensitive?
Vendor?
Energy Efficiency and Renewable Energy
Not Not Applicable Insignificant
NREL No Applicable
Officeof Civilian Radioactive Waste M anagement
Y ucca Mountain No N.ot Not Applicable Insignificant
Applicable
Y ucca Mountain No N_ot Not Applicable Insignificant
Applicable
Fossi| Energy
All EE Field Sites No N_ot Not Applicable Insignificant
Applicable
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ATTACHMENT ONE

EH Investigation Request and
Linesof Inquiry
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Office of Environment, Safety and Health S/CI and Defective | tems Process Guide Support Manual

ATTACHMENT TWO

Program Office Response Memorandums

WORKING DRAFT 29 July 13, 2004



List of SME Contacts to Notify of Important Issues August 2004

Anyone identifying revisions to this list should provide the updated information to Rick
Green, EH-32 at 301-903-7709 rick.green@eh.doe.gov, Tom Williams, EH-32 at 301-903-
4859 thomas.e.williams@eh.doe.gov, or Mark Petts, EH-32 at 301-903-2414
mark.petts@eh.doe.qgov

1. DOE Office of Aviation Management: Robert Jenkins robert.g.jenkins@hg.doe.gov, James
Combs, jcombs@doeal.gov

Backup Power Working Group: John Fredlund, NNSA HQ, john.fredlund@nnsa.doe.gov
Chemical Safety Topical Committee: Gail Kleiner, gail.kleiner@hg.doe.gov

Construction Safety: Pat Finn, pat.finn@eh.doe.gov

DOE Chief Information Officer: Brenda Coblentz, brenda.coblentz@hg.doe.qgov

Emergency Management SIG: Dorothy Manning, manningd@orau.gov

N o g bk N

Energy Facility Contractors Group (includes maintenance, SQA): Joe Yanek,
joseph.yanek@srs.gov

Fire Protection Topical Committee: Jim Bisker, jim.bisker@eh.doe.gov

DOE Office of General Counsel: Paul Gervas, paul.gervas@hg.doe.gov

10. DOE Hoisting and Rigging Technical Advisory Committee: Pat Finn, pat.finn@eh.doe.gov

11. Industrial Hygiene/Occupational Safety SIG: Deborah McFalls, mcfallsd@orau.gov
12. DOE Office of Inspectors General: Brent Burdick, brent.burdick@hqg.doe.gov

13. Packaging Management Council: Ashok Kapoor, akapoor@doeal.gov, Jim Johnston,
hmconslt@lanl.gov

14. Performance Based Management SIG, Paul Krumpe, paul.krumpe@dp.doe.gov

15. Procurement: Richard H. Hopf, richard.hopf@hqg.doe.gov

16. Quality and Safety Management Special Interest Group (QSM-SIG): Katherine Brack,
kjbrack@pantex.com, *Bud Danielson, bud.danielson@eh.doe.gov, Denise Viator
viatord@orau.gov

17. DOE Radiation Control Coordinating Committee: Maria Gavrilas-Guinn, gavrilas-
guinn@em.doe.gov, Joel Rabovsky, joel.rabovsky@ha.doe.gov

18. Safety Analysis Software Group: Dae Chung, dae.chung@nnsa.doe.gov

19. Security: Al Nettleingham, al.nettleingham@hq.doe.gov

20. DOE Contractors Supplier Quality Information Group (SQIG): Steve Stein, steinl@bnl.gov

21. Transportation External Coordination Working Group: Judith Holm, jholm@doeal.gov

22. NNSA Weapons Quality Assurance: Joel Smith, joel.smith@nnsa.doe.gov
23. Welding Topical Committee: William S. Harker, harkerws@id.doe.gov
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311 Sample S/CI or Defective Item Distribution List

Thislist is used to forward significant new S/C-DI information (e.g., aerts, training manuals) via
e-mail to registered users of the S/C-DI website. The S/C-DI push mail distribution list is
comprised of at least two separate al phabetized lists of registered S/C-DI website users and is
available at

O\QA EH-3 and historical QAWG\Contacts\ SCI Registered Users with DNFSB w-0 most EH.
Thislist is updated by EH-3 staff as additions and deletions are identified.
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3.12 S/CI Annual Report Example

The S/ICI annual report is available at http://www.eh.doe.gov/sci/ under the title “ Analysis and
Trending of Suspect/Counterfeit Items at DOE Facilities.”
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3.13 S/CI Annual Report Example (continued)
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3.13 S/CI Annual Report Example (continued)

EXECUTIVE SUMMARY

Thisreport was prepared by the Office of Environment, Safety and Health (EH), to disseminate information
regarding Department of Energy (DOE) suspect/counterfeit items (S/Cl) and defective items. EH has assumed
responsibility for activities associated with S/CI and defective items from the Department of Energy (DOE) Quality
Assurance Working Group (QAWG). Within EH, the Office of Corporate Performance Assessment (EH -3) now
routinely collects, screens, dispositions, and communicates information on S/ClI and defective items that could
potentially impact operations at DOE facilities.

This semiannual report updates the S/CI report issued in April 2003 by the QAWG, and includes data on S/CI events
reported in the Occurrence Reporting and Processing System (ORPS) between January 1, 1991, and June 30, 2003.
The report provides the DOE complex with general information, trends and analyses about S/CI and defective items
and related quality assurance/procurement issues. As described in the report the following is a summary of the
current S/CI and defective items:

? S/CI events reported during the first six months of 2003 (26) continue to be reported at a rate
similar to 2002 (54).

? There were no injuries or near misses resulting from S/CI within the DOE complex.

?  While the number of S/CI reports has decreased since the peak of 144 in 1994, the number of
S/CI events reported has remained relatively constant (approximately 55 per year) since
2000.

? During the previous reporting period from January 1991 through December 2002, ORPS
reports indicated that 92% of S/CI pertained to fasteners. During the current reporting
period, 81% of the reported S/CI events pertain to fasteners.

? During the previous reporting period from January 1991 through December 2002,
approximately 74% of all S/CI were found subsequent to installation. During the current
reporting period, thisimproved to 65% for the reported S/CI events pertaining to installed
items.

The Office of Independent Oversight and Performance Assurance (OA) conducted a special
study of the Department’s management of S/CI, including a recent issue regarding improperly
heat-treated aluminum. The OA report indicates that some S/CI processes were effective at
some DOE sites. However, there were weaknesses in the S/CI processes at DOE Headquarters
and most sites in a number of important areas including timeliness and thoroughness in acting on
S/Cl.

The entire report is aso accessible on the EH website at http://www.eh.doe.gov/sci/.
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