U.S. Department of Energy ORDER
Washington, D.C.

DOE O 414.1C

Approved: mm-dd-yy
Review: mm-dd-yy

SUBJECT: QUALITY ASSURANCE

1. OBJECTIVES.
a To ensure that the quality of Department of E including National
Nuclear Security Administration (NNSA),

customers expectations.

b. To achieve quality assurance (QA
principles:
@ That quality is intai ough a single, integrated,
2 or planni ation, resources, direction,
3 e 1 ality [ @ment require thorough, rigorous

, and health risks and impacts associated with

an be minimized while maximizing reliability and
products.

2. S. This Order cancels the following.

a DOE O 414.1B, Quality Assurance, dated 4-29-04.

b. Cancellation of an Order does not, by itself, modify or otherwise affect any
contractual obligation to comply with the Order. Canceled Orders that are
incorporated by reference in a contract must remain in effect until the contract is
modified to delete the requirements in the canceled Orders.

3. APPLICABILITY.

AVAILABLE ONLINE AT: INITIATED BY:

lhttimns Ihananas AivAantivian A~ ~Avs ] NEFiAn AF TisivrAanmaant Cafabir AanA LlAalds
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a Primary DOE Organizations, Including NNSA Organizations. Except for the
exclusions in paragraph 3c, this Order appliesto al Primary DOE Organizations
(see Attachment 1 for a complete list of Primary DOE Organizatiors). This Order
automatically applies to Primary DOE Organizations created after it is issued.

@ This Order includes a requirement to integrate multiple QA Program
driversimposed by QA regulations[Title 10 (Code of Federal Regulations
(CFR) 830], the Nuclear Regulatory Commissiongand other Federal
agencies. The Order includes supplemental ecific requirements

regulations. This

integration requirement supplements but supersede or ater

this Order and any nuclear safety r ion prevails. [See

2 Note that only the NNSA

understood that this direction is pr
Administrator andgkis not intended to
Administrator’ s di )

only for the convenience of the
e or replace the authority of the

Contractors.

tractors are affected by this Order. Once notified, contracting
are responsible for incorporating the CRD into the contracts of

As the laws, regulations, and DOE directives clause of site/facility
management contract states, regardless of the performer of the work,
site/facility management contractor with the CRD incorporated into its
contract is responsible for compliance with the requirements of the CRD.

(4)

@ An affected contractor is responsible for flowing down the
requirements of this CRD to subcontractors at any tier to the extent
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necessary to ensure the contractors compliance with the
requirements.

(b) In doing so, the contractor will not unnecessarily or imprudently
flow down requirements to subcontractors. That is, the contractor
will both—

1 ensure that it and its subcontractors comply with the
requirements of the CRD to the necessary to ensure
the contractor’ s compliance

IN

incur only costs that wo ed by a prudent person

in the conduct of co
C. Exclusions.

@ This Order does not apply4o
accordance with Executive Ord atutorily prescribed by Public
Law 98-525 [42 United States Code .C.) 7158, note].

2 This Order does no wer Administration (BPA),
in accordance with S ; i umber 00-033.00A to the

BPA Administrator a

4. REQUIREMENT

Or international consensus standard where practicable and
with contractual or regulatory requirements (e.g. 10 CFR 830)
ifies the standard used. Appropriate standards include the

ASME NQA-1-2000, Quality Assurance Requirements for Nuclear
Facility Applications (for nuclear-related activities);

(b) ANSI/ISO/ASQ Q 9001-2000, Quality Management System -
Requirements (for nortnuclear activities); and

(© ANSI/ASQ Z 1.13, Quality Guidelines for Research, 1999 (for
non-nuclear research activities).
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3 Applies additional standards, where practicable and consistent with
contractual or regulatory requirements and as necessary to address
unique/specific work activities (e.g., development and use of safety
software or establishing the competence of atesting and calibration
laboratory).

4 Integrates quality management system requirements, Suspect/Counterfeit
Items Prevention Process (see Attachment 3), the Corrective Action
Management Program (see Attachment 4) as d in this Order, and
Supplemental Safety Software Quality Requiféments (see Attachment 5);
with other quality or management syst ents in DOE directives

and external requirements, including [

ight,

Quality Ass

a. The QAP must address the following management,
performance, [

ent criteria.

ent/Criterion 1—Program.

Establish an organizational structure, functional responsibilities,
levels of authority, and interfaces for those managing, performing,
and assessing work.

(b) Establish management processes, including planning, scheduling,
and providing resources for work.

2 M anagement/Criterion 2—Personnel Training and Qualification
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@ Train and qualify personnel to be capable of performing assigned
work.

(b) Provide continuing training to personnel to maintain job
proficiency.

3 M anagement/Criterion 3—Quality Improvement.

@ Establish and implement processes to d
problems.

(b) Identify, control, and correct it
not meet established require

(© | dentify the causes of pr@blems and include pr
recurrence as a part gff€orrectiveaction planning.

(d) Review item characteris proeess 'mplementatior, and other
guality-related information t@identify items, services, and
processes feeding improveme

(4) M anagement/Criteri Gn A= ments and F ds.
@

Prepare, reviewyapprave, se? and revise documents to
escribe processesfspecify requitements, or establish design.

, prepare, review, approve, and maintain records.
iterion 5—Work Processes.
work consistent with technical standards, administrative
con and,hazard controls adopted to meet regulatory or
ontractifequirements using approved instructions, procedures, etc.
entify and control items to ensure their proper use.

aintain items to prevent their damage, 1oss, or deterioration.

Cdlibrate and maintain equipment used for process monitoring or
data collection.

(6) Performance/Criterion 6—Design.

@ Design items and processes using sound engineering/scientific
principles and appropriate standards.



(b)

(©
(d)

(€

) Performance/Criterion 7—Procuremen

DOE O 414.16
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Incorporate applicable requirements and design bases in design
work and design changes.

Identify and control design interfaces.

Verify/vaidate the adequacy of design products using individuals
or groups other than those who performed the work.

Verify/validate work before approval
design.

@

(b)

Procure items and servic reguirements and
perform as specified.

Evaluate and salec
criteria.

aanagement processes and identify and correct problems that
lization from achieving its objectives.

an and conduct independent assessments to measure item and
Service quality and the adequacy of work performance, and to
promote improvement.

Establish sufficient authority and freedom from line management
for independent assessment teans.

Ensure that persons conducting independent assessments are
technically qualified and knowledgeable in the areas to be
assessed.

5. RESPONSIBILITIES. QAP implementation, assessment, and improvement are senior

management responsibilities.
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a Deputy Secretary. Provides leadership for QA implementation issues and quality
problem resolution with the support of the Office of Environment, Safety and
Hedlth.

b. Secretarial Officers.

@ Ensure that Headquarters, field elements, and contractors implement
requirements of this Order in an integrated mann and coordinate the
resolution of quality issues among these org

2 Develop, approve, and implement QAPs
organizations, including safety softw.
with the requirements defined in pana

ing the work of their

(3) ide directi eS [ enting the requirements for

4 i ; ey ield gfement QAPs. The scope and

Ul atory/contract noncompliance, performance
AP certification).

evised contractor QAPs within their

to the field element manager. The scope and
graded according to the status of prior quality

., past regulatory/contract noncompliance, performance

©)

retary (through the Under Secretary) describing the effectiveness of
QA implementation.

8 Provide the contracting officer necessary information and direction in
order to specify—

@ each procurement requiring application of the CRD to this Order
(Attachment 2) and 10 CFR 830 Subpart A,
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(b) requirements for flow down of provisions of the CRD to
subcontractors or subawards, and

(© provisions of the CRD with which contractors or subcontractors
areto comply.

9 Approve CAMP Corrective Action Plans (CAPs) developed by the field
element manager (FEM) within 60 calendar days from the date the
assessment report was issued.

C. Field Element® Managers.

@ Develop and implement approved i work under their
purview, including software dev ' '
requirements defined in par
items (S/CI) prevention r

(Attachment 4); and Supplem uirements
(Attachment 5). Identify the seni igned this
responsibility.

2 Submit QAPs to the Ori lution of differences

30 so, approve new and revised

‘ 2w. The scope and rigor of review
2 status of the contractor’s prior quality

gtory/contract noncompliance, performance

AP certification). QAPs must be reviewed
in 90 days of receipt.

3

ce and any third-party QAP certification. Other suitable
ay be used in combination with independent assessments.

2eri@dically report management assessment results to their organizations
)S describing the effectiveness of field element and contractor QA
plementation.

©)

(6) Prepare and implement a CAP to address dl findings in the CAMP
assessment report and enter, track, and report the status of the CAP in the
Corrective Action Tracking System (CATS).

Operations offices, service centers, site offices, area offices, field offices, and regional offices of federally staffed
laboratories.
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(7) Complete the CAP and conduct follow up review on the effectiveness of
the corrective actions in resolving and preventing recurrence of all
findings. Approve the effectiveness review report and follow up report
recommendations.

d. Contracting Officers. Include the CRD in contracts falling within the scope of this
Order in atimely manner, as directed by the SO.

e Assistant Secretary for Environment, Safety and Heal sasDOE's
independent element responsible for safety aspects ive to public and worker
health and safety and environmental protection. i stant Secretary has the
following quality assurance responsibilitiesin duties prescribed in
paragraph 5Sb.

(1)  Quality Palicy.
@ Develops and maintain i i inefuding this

Order and 10 CFR 830 Su , Quality Assurance), guides, and
or all DOE work.

AP reviews) to DOE

entifies and proposes resolutions for crosscutting QA issues
ithin the Department to improve implementation.

Submitsto the Deputy Secretary periodic updates on the
effectiveness of QA policy implementation across the Department.

(© Manages the DOE S/CI prevention process (Attachment 3).

(d) Manages the DOE Safety Software Quality Program, including the
Central Registry (Attachment 5).

3 CAMP and Corrective Action Tracking System (CATYS).
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@

(b)

(©)

(d)

C)
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Manages CAMP and develops and maintains CAMP policies,
procedures and guidelines (Attachment 4).

Maintains CATS and assists FEMs in accessing and editing CAP
data. Maintains a CAMP website that provides background and
information on the program.

Coordinates status and maintenance of CAMP with SOs, FEMs,
and assessing organizations, including IC reports on program
status.

Sponsors and co chairs the DO
(CAM) Team.

Action Management

Manages crosscutting i ary or Deputy
Secretary.

6.

ES& HOversight Policy, dated 5-31-01.

C. DOE G 440.1-6, Implementation Guide for Use with Suspect/Counterfeit Items
Requirements of DOE O 440.1, Worker Protection Management;
10 CFR830.120; and DOE 5700.6c, Quality Assurance, dated 6-30-97.

d. DOE G 414.1-4, Implementation Guide for Use with Supplemental Safety
Software Quality Requirements of DOE O 414.1, Quality Assurance.
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e. DOE M 411.1-1C, Safety Management Functions, Responsibilities, and
Authorities Manual, dated 12-31-03.

1. DEFINITIONS.

a Acceptance Testing. The process of exercising or evaluating a system or system
component by manual or automated means to ensure that it satisfies the specified
requirements and to identify differences between expected and actual resultsin the
operating environment. ASVIE NOQA-1-2000.

b. Assessment. A review, evaluation, inspection,
to determine and document whether items, pr
specified requirements and perform effecti

, surveillance, or audit,

recording and reporting the status of confi on items and change reguests.
ASME NOQA-1-2000.

d. Graded Approach The pro
documentation, and actions use i rements are commensurate
with—

ular characteristics of afacility or item
e importance to radiological and non-radiologica hazards, and
er relevant factors.

()

10 CFR'830.

e. Item An al-inclusive term used in place of appurtenance, assembly, component,
equipment, material, module, part, structure, product, software, subassembly,
subsystem, system, unit, or support systems. 10 CFR 830.

f. Process. A series of actions that achieves an end result. 10 CFR 830.
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Quality. The condition achieved when an item, service, or process meets or
exceeds the user’ s requirements and expectations. 10 CFR 830.

Quality Assurance. All those actions that provide confidence that quality is
achieved. 10 CFR 830.

Quality Assurance Program. The overall program or management system
established to assign responsibilities and authorities, defige policies and
requirements, and provide for the performance and

830.
Safety. An al-inclusive term used synonymo i ironment, safety, and
health to encompass protection of the publi he environment.

Safety Software. Includes the foll owi

(@) Safety System Software, which ion as part
) that has been functionally
ificant (SS) as per 10 CFR
830.2. Includes h inei tware, network interface

databases that are not 0Sse operation or malfunction

)ment/validation/testing, inspection, nondestructive
3ting, environmental qualification, equipment qualification,

ounterfeit Items (S/CI). An item is suspect when visua inspection or
testing indicates that it may not conform to established Government or
industry-accepted specifications or national consensus standards or whose
documentation, appearance, performance, material, or other characteristics may
have been misrepresented by the supplier or manufacturer. A counterfeit itemis
one that has been copied or substituted without legal right or authority or whose
material, performance, or characteristics have been misrepresented by the supplier
or manufacturer. ltems that do not conform to established requirements are not
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normally considered S/Cls if nonconformity results from one or more of the
following conditions (which must be controlled by site procedures as
nonconforming items):

@ defects resulting from inadequate design or production quality control;
2 damage during shipping, handling, or storage;

3 improper installation; deterioration during servi

4 degradation during removal;
(5) failure resulting from aging or mi

(6) other controllable causes.

phase, and the final systel with specified reguirements.
|EEE Std-610.12-1990.

air, administration, safety
, inspection, safeguards and

Is Order to Office of Quality Assurance

KYLE E. McSLARROW
Deputy Secretary
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PRIMARY DOE ORGANIZATIONS TO WHICH DOE O 414.1C ISAPPLICABLE

This Order is applicable to the following DOE organizations and their associated field elements:

Office of the Secretary
Chief Information Officer
Departmental Representative to the Defense Nuclear Facilities Safety Board
Energy Information Administration

National Nuclear Security Administration

Office of CivilianRadioactive Waste Management
Office of Congressional and Intergovernmental Affairs
Office of Counterintelligence

Office of Economic Impact and Diversity
Office of Electric Transmission and Distribution
Office of Energy Assurance

Office of Energy Efficiency and Renewable Energy
Office of Environment, Safety and Heal
Office of Environmental Management
Office of Fossil Energy
Office of General Counsel
Office of Hearings and Ag

Office of Intelligenee
Office of Legacy Man

Office of the InspectorfG
Secretary of Energy Advisory Board
Southeastern Power Administration

Southwestern Power Administration
Western Area Power Administration
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CONTRACTOR REQUIREMENTS DOCUMENT

DOE O 414.1C, Quality Assurance

Regardless of the performer of the work, the contractor is responsible for complying with the
requirements of this Contractor Requirements Document (CRD). The contractor is responsible
for flowing down the requirements of this CRD to subcontractors at any tier to the extent
necessary to ensure the contractor’s compliance with the requiremen oing so, the
contractor must not unnecessarily or imprudently flow down requigéents to subcontracts. That
is, the contractor will ensure that it and its subcontractors com e requirements of this
CRD and only incur costs that would be incurred by a prud
competitive business.

(NNSA), nuclear facilities, it must conduct work in aceore g i rance QA
requirements of 10 CFR 830 Subpart A.

This CRD includes a requirement to integ surance Program (QAP)
driversimposed by QA regulations[see T étions (CFR) 830], the
Nuclear Regulatory Commission, and other D includes supplemental
activity-specific requirements for work that al€o omply with QA regulations. This
integration requirement supg alter compliance with QA
regulations. If thisCRD safety regulation, the regulation prevails.

ity of Department of Energy (DOE), including National
istration (NNSA), products and services meet or exceed

Ive quality assurance program (i.e., management system).

2

hat management support for planning, organization, resources, direction,
and control is essential to QA.

3 That performance and quality improvement require thorough rigorous
assessment and corrective action.

4 That workers are responsible for achieving and maintaining quality.
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) That environmental, safety, and health risks and impacts associated with
work processes are minimized while maximizing reliability and
performance of work products.

C. To establish quality process requirements to be implemented under a QAP for the
control of suspect/counterfeit items.

2. GENERAL QUALITY REQUIREMENTS.

a Quality Assurance Program Development and | mpleifentation A contractor must

(@D} Implements QA criteria as defing

suspect/counterfeit items (S/ ' i defined in
paragraph 4 and Supplemeg : [ ents as
defined in paragraph 5 using a @ (
criteria and graded approach are ed. (See paragraph 2c of this CRD
for guidance on compliance.)

4 Integrates quality or management system requirements as defined in this
CRD with DOE directives and similar external requirements. Similar
requirements include the following.

@ DOE P 450.4, Safety Management System Policy, dated 10-15-96;

(b) DOE P 450.5, Line Environment, Safety and Health Oversight,
dated 06-26-97;
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(© NNSA Quality Management Policy, QC-1, (quality management
system for the nuclear weapons complex and weapons-related
activities);

(d) DOE/RW-0333P, DOE Office of Civilian Radioactive Waste

Management, Quality Assurance Requirements and Description;

e DOE/CBFO-94-1012, DOE Carlsbad Fi
Assurance Program Description, (for
Plant and related activities); and

Office, Quality
e Isolation Pilot

@ Submit a QAP to DOE for appro inning work/Under a DOE
contract.

ges made the previous year annually to DOE for review
. 4n the submittal, identify the changes, the reason for the
and the basis for concluding that the revised QAP continues to
satisfythe requirements of this CRD.

The contractor may make changes to an approved QAP at any
time.

(b) Editorial changes made to correct spelling, punctuation, grammar,
etc., do not require explanation.

C. Quality Guidance Usage. The contractor must consider QA guidance in
developing and implementing a QAP. The following guidance documents [most
recent revision] are available at http://www.directives.doe.gov/.
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1) DOE G 414.1-2, Quality Assurance Management System Guide for Use
with 10 CFR830.120 and DOE O 414.1, dated 6-17-99;

2 DOE G 414.1-1A, Management Assessment and Independent Assessment
Guide for Usewith 10 CFR, Part 830, Subpart A, and DOE O 414.1A,
Quality Assurance; DOE P 450.4, Safety Management System Policy;
DOE P 450.5, Line ES&H Oversight Policy, dated 5-31-01;

Suspect/Counterfeit
rotection Management;
rance, dated 6-30-97;

3 DOE G 440.1-6, Implementation Guide for U
Items Requirements of DOE 0440.1, Work
10 CFR830.120; and DOE 5700.6c, Quali
a']d,

4 i lemental Safety

3.

established requirements.

3 Identify the causes of problems and include prevention of recurrence as a
part of corrective action planning.

4 Review item characteristics, process implementation, and other
quality-related information to identify items, services, and processes
needing improvement.
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d. M anagement/Criterion 4—Documents and Records.

@ Prepare, review, approve, issue, use, and revise documents to prescribe
processes, specify requirements, or establish design.

2 Specify, prepare, review, approve, and maintain records.

e Performance/Criterion 5—Work Processes.

@ Perform work consistent with technical stan
and hazard controls adopted to meet regul
using approved instructions, procedur

S, Inistrative controls,
I contract requirements

2 Identify and control itemsto en

3 Maintain itemsto prevent d e, loss, Qr deterioration.

4 Cdlibrate and maintain equipm ess monitoring or data
collection.

f. Performance/Criterion 6—

(@D} Design items and pro@
and appropriate standa

2

2 Evaluate and select prospective suppliers on the basis of specified criteria.

3 Establish and implement processes to ensure that approved suppliers
continue to provide acceptable items and services.

h. Performance/Criterion 8—Inspection and Acceptance Testing.
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1) Inspect and test specified items, services, and processes using established
acceptance and performance criteria.

2 Calibrate and maintain equipment used for inspections and tests.

I. Assessment/Criterion 9—Management Assessment. Ensure that managers assess
their management processes and identify and correct problems that hinder the
organization from achieving its objectives.

B Assessment/Criterion 10—Independent Assessmen

@ Plan and conduct independent reitem and service

improvement.

for

2 Establish sufficient authori

@ Preventing the introduction and use of S/Cls through engineering
involvement, design, procurement, testing, inspection, maintenance,
evaluation, disposition, reporting, trend analysis, and lessons learned work
process controls.

2 Training and informing managers, supervisors, and workers on S/CI
processes and controls (including prevention, detection, and disposition of
S/Cls).
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3 Identifying and disposing of S/Clson site.

4 Restricting S/CI useto only those items that have been found acceptable
through engineering analysis and formal disposition process.

) Collecting, maintaining, disseminating, and using the most accurate,
up-to-date information on S/Cls and associated suppliers using all
available sources. S/CI information sources include the following.

ed and implemented
following elements.

ent of procurement

epting only those items that comply with the procurement
ecifications consensus standards, and commonly accepted
dustry practices; and

inspecting inventory and storage areas to identify, control, and
disposition S/Cls.

3 Inspection identification, evaluation, and disposition of S/Clsinstalled in
all safety applications® and other applications that create potential hazards.

! Safety applications are those whose failure could adversely affect the environment, safety, or health of the public
or workers. Thisterm includes safety systemsin nuclear facilities (see 10 CFR 830.2).
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4 Engineering evaluations and disposition of S/Clsinstalled in safety
applications/systems or in applications that create potential hazards. The
evaluations must consider potentia risks to the public and worker and
cost/benefit impact, and include a schedule for replacement (if required).

) Ensuring that S/Cls identified in non-safety applications during routine
maintenance and/or inspection are reported, evaluated, and dispositioned to
prevent future use in safety applications.

(6) Contacting the DOE Inspector General (1G) fa€fore destroying or disposing
of S/Cls and their documentation to deter hether to retain them for
criminal investigation or litigation.

) Testing procured or installed S/C
engineering test methods.

8 Reporting S/Cl s to responsibl [ ffices, the
Office of Environment, Safety ;andthelG. [ DOE O 231.1A,

Environment, Safety, and Health R ing, dated 8-19-03, and DOE

[ , dated 3-22-01.]

) [ Ssui ned reports for use in

SUPPLEME} ROUALITY REQUIREMENTS. Safety

0 CFR 830 and provide detail for work
gt would be conducted under the nuclear facility

Facility’design organization involvement in the identification of software
reguirementsspecification acquisition, design, development, verification and
validation (including inspection and test), configuration management,
maintenance and retirement.

b. Identify, document, and maintain safety software inventory.

C. Designate safety software as either grade Level A or Level B where Level A isthe
higher.
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(1) Level A: This grading level includes high safety consequence software
applications that meet one or more of the following criteria:

@ Failure could have an adverse effect on nuclear safety systems
(i.e., Safety Class or Safety Significant SSCs), toxic material or
chemical hazard protection systems that are credited in the facility
safety analysis for protecting against or limiting exposure to the
genera public and workers below regulatary or evaluation
guidelines.

(b) Failure could result in norconser
misclassification of facilities
recording of radiological ex
inappropriate safety relat

ety analysis,
rrect monitoring and

2 Level B: This grading level 4
applications that meet one or
meet the Level A criteria:

@

(b) : ement decisions regarding

Of a safety function, but could
eillances; confusion regarding system status,

performs its intended functions. ASME NQA-1-2000, Quality Assurance
Requirements for Nuclear Facility Applications must be used to implement these
elements. For the elements not fully covered in ASME NQA-1-2000, other
national or international consensus standards must be used. DOE G 414.1-4
provides acceptable implementation strategies for these el ements.

€)) Software project management
) Software risk management
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(7)
(8)
(9)
(10)
(11)
(12
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Software configuration management
Procurement and vendor management
Software requirements identification and management
Software design and implementation
Software safety design

Independent verification and validation
Acceptance testing

Problem reporting and corrective action
Continuous improvement, measurement and
Training of personnel in the design, develo
safety software

t, use and evaluation of
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SUSPECT/COUNTERFEIT ITEM SPREVENTION

1. DOE-WIDE SUSPECT/COUNTERFEIT ITEMS (S/ICI) PREVENTION PROCESS. A
DOE-wide S/CI prevention process is operated by the DOE Office of Environment,
Safety and Health as a service to DOE and its contractors, and provides for—

a collecting, analyzing, and disseminating S/CI information;

b. notifying Secretarial Officers (SOs) when specific st be taken to

investigate and resolve S/CI quality and safety i

entifying and disposing of S/Cls on site;

4 restricting the use of an S/CI to only those items that have been found
acceptable through engineering analysis and formal disposition process,

) collecting, maintaining, disseminating, and using the most accurate,
up-to-date information on S/Cls and suppliers using al available sources
including—

@ Government Industry Data Exchange Program (www.qidep.org);
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(b) Institute of Nuclear Power Operators (Www.inpo.org);

(© DOE Occurrence Reporting and Processing System, and
(d) DOE S/CI website (http://www.eh.doe.gov/sci/

b. Identifying the management position responsible for these activities and for
serving as a point of contact with the Office of Environment, Safety and Health.

eloped and implemented
elements.

3. WORK PROCESS CONTROLS. Work processes must be
using available S/CI informetion and must include the fg

a Engineering involvement in the developm specifications,
during inspection and testing; and when i intai r modifying
equipment.

b Procurement processes that prevent in
Q ts in procurement specifications;

2 , ocurement specifications,

s to the public and workers cost/benefit impact, and a
(if required).

Contacting the DOE Inspector General (IG) before destroying or disposing of
S/Cls and their documentation to determine whether to retain them for criminal
investigation or litigation.

safety applications are those whose failure could adversely affect the environment, safety, or health of the public or
workers. Thisterm includes safety systemsin nuclear facilities(see 10 CFR 830.2).
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s} Testing procured or installed S/Cls as necessary using approved engineering test
methods.

h. Reporting S/Cls to responsible program offices; the Office of Environment, Safety
and Health; and the IG in accordance with DOE O 231.1A, Environment, Safety,
and Health Reporting, dated 8-19-03, and DOE O 221.1, Reporting Fraud, Waste,
and Abuse, dated 3-22-01.

I Conducting trend analysis and issuing lessons learn for use in improving

the S/CI prevention.
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CORRECTIVE ACTION MANAGEMENT PROGRAM

1. OBJECTIVE. To prescribe process requirements and responsibilities for DOE line
managers to effectively perform corrective actions that resolve safety issues arising
from—

a Findings identified by the Office of Independent Oversight and Performance

b. Judgments of need identified by Type A ' i (DOE O 225.1A,
Accident Investigations, dated 11-26-9

C. Other sources as directed by the
crosscutting safety issues.

2. REQUIREMENTS.

a Reporting Findings. The asses: izati agraph 1) submits the
final assessment report withi 0 i

and Headquarters corrective actions for eachfinding. Guidance
enting these requirements is outlined in Appendix G of DOE
G 450#-1B, Integrated Safety Management System Guide. Note that
QE"O 470.2B, Independent Oversight and Performance Assurance
ogram, dated 10-31-02, includes additional reporting requirements.

@ When findings and/or corrective actions to be addressed apply to
more than one SO, alead SO must be appointed by mutual
agreement or be appointed by the Deputy Secretary to coordinate
and approve the CAP.

(b) When findings and/or corrective actions to be addressed involve
multiple sites or organizations, to include DOE Headquarters
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organizations or other elements, the lead SO must designate a lead
FEM as overall manager to coordinate and develop the CAP ard
track and report CAP datain the Corrective Action Tracking
System (CATS) database.

Other responsible sites/organizations must forward their portions
of the CAP to the designated lead FEM for consolidation and
submission. Failure to provide this inforgaation will be brought to
the attention of the lead SO for action.

For each finding, the CAP must

IN =

Iw

detailed descript ' i resolve the
finding, and

[ be prepared on a schedule that will alow for
oval by the SO or designee within 60 calendar days from

e SO or designee must approve the CAP and all proposed

corrective actions from responsible sites/organizations for each
finding.

When afinding addresses a deficiency in DOE policy, the
applicable DOE policy organization (e.g. Assistant Secretary for
Environment, Safety and Health Office of Science, etc.) must
develop and implement appropriate corrective actions. Corrective
actions must be included in the CAP addressing all other findings
in the assessment report or a separate CAP must be developed by
the policy organization for approval, tracking and reporting.
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(d)

Review. The SO or designee must forward
the organization that conducted the

Attachment 4
Page 3

Separate CAPs devel oped by a DOE policy organization must be
approved by organization directors.

Whena proposed CAP cannot be submitted to the SO for approval
within the required 60 days or the SO does not approve the
proposed CAP, the DOE CATSUser’s Guide outlines a process to
formally request an extension from the SO.

approved CAPto
for review and to the

Office of ES&H.
@ The organization that conduCte ust review the
approved CAP and provifle comments to the d FEM within

(b)

30 calerdar days fromfthe date the approved CA smitted.

The SO must evaluate comments i n that
conducted the assessment & ovide written response on how the
comment be addressed. 2 SO decides the CAP must be
revised, the ust be notified evise and resubmit the CAP

for SO approvig g specified ti ame not to exceed 60
calendar daysf : e SO directed therevision. The
evised CAPm Ssubmitte he organization that conducted

ssessment forfkeview and &copy provided to the Office of

S8

Dis fents that carmnot be resolved between the organization

L condU assessment and the SO must be elevated
t yh the organizational level of management hierarchy up to the
Offi he,Secretary, if necessary for resolution.

2porting | mplementation

(b)

is responsible for implementing the approved CAP and ensuring
timely and effective completion of al corrective actions;

must enter, track and report the status of the CAP and associated
corrective actions to closure in the DOE CATS database (see
http://www.eh.doe.gov/catsentry.html and guidance for accessing
and using CATS outlined in the DOE CATS User’ s Guide and
CATS Data Dictionary online at
http://www.eh.doe.gov/camp/trackingsys.html;




Attachment 4 DOE 0414.1C
Page 4 DRAFT XX-XX-04

(© must enter CAP and corrective action data as stated in the
approved CAP for each finding in CATS within 10 working days
after approval.

(d) must ensure that all corrective actions are tracked and their status
reported to completion and verification.

2 Completion of each corrective action must be anpetated in the CATS
Descriptive Status and Completion Date field

3 Other sites/organizations who forward of the CAP and
corrective actions to the lead FEM |

provide the FEM updates of their
this Order.

4 The FEM must update the CAP
Descriptive Status fields frequentl (e.g., monthly) and enter the date
at the beginning ofye

(5) Requests for CAP cRange
completion date) mus who approved the CAP and
submitted as outlined i A Suide.

aluation of findings and implementation of corrective actionsis
pnducted to correct the underlying causes for the finding. In some
nstances the completed corrective actions have failed to
effectively resolve or prevent reoccurrence of the same or similar
assessment findings.

(b) Effectiveness reviews will—
1 determine whether completed corrective actions have or

have not effectively resolved and prevented recurrence of
the same or similar findings at the performance level,
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2 identify additional actions necessary to effectively resolve
the findings and prevent recurrence; and
3 collect effectiveness data for subsequent analyses and

sharing of lessons learned.

Conduct of Effectiveness Reviews.

@

M must initiate a
fectiveness in assuring

Upon completion of corrective actions
follow up review to verify closure
resolution of each finding and pr

months after the CAP co i when all corrective
actions for al findings lj [ completed).

on the approv.
proved, C
e (al corrective actionsin the
ot a CAP Completion Date),

what specificigompleted corrective actions are reviewed for
each finding,

eview isinitiated, and
e review report will be formatted.

ther sites/organizations that tracked and provided updates of their
2gponsible corrective actions to completion and verification must
oordinate effectiveness review activities with the lead FEM for
consolidation and submission.

For each finding, the FEM will select for review a sufficient
number of completed corrective actions to allow an objective,
accurate assessment of effectiveness in resolving the finding and
preventing recurrence. Standards for corducting effectiveness
review include the following.

1 A 100 percent review of al corrective actionsis not
required to determine effectiveness.
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IN

Effectiveness reviews can be initiated at any time during
CAP implementation.

(o8}

Reviews areinitiated based on

I

severity of afinding,

iveness reviews are
include

performance testing,
interviews,
trending of performance,

monitoring performance metrics based on
operational data,

h tracking performance utilizing targeted assessments,
and

i performing tailored scheduled assessments to gather
the data.

3 Reporting and Follow Up.
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@ A formal report documenting the results of the effectiveness
review must be completed and approved by the FEM no later than

6 months after the CAP completion date (the date all corrective
actions are compl eted).

(b) If the FEM determines that additional timeisrequired to
successfully complete the effectiveness review, the Effectiveness
Review Approva Date field in the CAP Data section of CATS

M revises the completed CAP based on report
ommendations, the CAP revision with additional or revised
orrective actions, as applicable, must be approved by the SO.

Upon approval, CAP revisions must be entered into CATS and
tracked to successful completion. Guidance for entering the
revisonsis outlined in the CATS User’s Guide.

e Lessons L earned.

(@D} At any time during the CAMP process, the FEM must develop and
implement lessons learned identified from the assessment findings,
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corrective actions in response to the findings, and results of corrective
action effectiveness reviews, as applicable.

2 The FEM must evaluate proposed lessons learned to determine if they are
applicable to the wider DOE community and distribute the information to
aselect list of recipients through the DOE L essons Learned Information
Services Web site (http://tis.eh.doe.gov/Il).

f. Corrective Action Management (CAM) Team

(@) The CAM Team, a cross-organizational roup of representatives
from Headquarters and field offices, jned to support and
coordinate effective line managem

(20 A charter outlining mission, f

leadership of the team mu intai onsored
by the Office of ES&H and co-
Office of ES&H.
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SUPPLEMENTAL SAFETY SOFTWARE QUALITY REQUIREMENTS

1 OBJECTIVE. To prescribe supplemental safety software requirements and
responsibilities for DOE to address:

a Grading SQA requirements based on risk, safety, facility lifecycle, complexity,
and project quality requirements;

b. Performing safety reviews of software configuration it
DOE nuclear safety rules (10 CFR 830);
Developing procurement controls for acquisition
hardware;

Applying SQA requirements to software I|f
Documenting and tracking customer req

that are consistent with

o

puter software and

cQ St o Qo
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Training of personnel in the desi
software.

2. REQUIREMENTS.

Safety software quality requirements\@ at the Department of
' i NSA) safety softwarein

Standards.
apability P
/ .1, Feder C

P) in accordance with the requirements of the DOE M
echnical Capability Manual and the Safety Software Quality
ional Area Qualification Standard, DOE-STD-1172-2003.

lead regponsibility for promulgating requirements and guidance for safety
software through the directives system after formal coordination with the Office
of the Chief Information Officer (OCIO).

C. Work processes must be developed and implemented using national or
international consensus standards and must include the following elements:

1) Facility design organizationinvolvement in the identification of software
requirements specification acquisition, design, development, verification
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(4)

and validation (including inspection and test), configuration management,
maintenance and retirement.

Identify, document, and maintain safety software inventory.

Designate safety software as either grade Level A or Level B where Level
A is the higher.

€) Level A: This grading level includes high safety consequence
software applications that meet one or f the following
criteria

1 Failure could have an
systems (i.e., Safety
toxic materlal orc

on nuclear safety

against or li

conservative safety analysis,
and SSCs incorrect

e that would impact safety management decisions
garding afacility or system operating activity (e.g.,
Software whose failure would not impact performance of a
safety function, but could result in: missed surveillances,
confusion regarding system status; or, noncompliance with
nuclear safety regulatory laws, environmental permits or
regulations and/or commitments to compliance).

Note: These grading levels are described in terms of safety consequence
and regulatory compliance. There may be other considerations (such as
importance to mission, protection of assets, or avoiding adverse publicity
or inconvenience) that would result in similar grading levels for the
purpose of ensuring that appropriately rigorous software quality practices
are applied.

Using the grading levels above, select and implement the applicable
software quality assurance elements from the following list to ensure that
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safety software performs its intended functions. ASME NQA-1-2000,
Quality Assurance Requirements for Nuclear Facility Applications must be
used to implement these elements. For the elements not fully covered in
ASME NQA-1-2000, other national or international consensus stardards
must be used. DOE G 414.1-4 provides acceptable implementation
strategies for these elements.

@ Software project management

(b) Software risk management

(© Software configuration managem
(d) Procurement and vendor man
(e Software requirements identifi
0] Software design and impl

(9) Software safety design

(h) Independent verificati

0) Acceptance testin

(), Problem reporting and ¢

(k)

0 Training
evaluation




